
ORANGE COUNTY BOARD OF SUPERVISORS 
 

A g e n d a  R e v i s i o n s  a n d  S u p p l e m e n t a l s  
Note:  This supplemental agenda is updated daily showing items that have been added, continued, deleted or modified. 
No new supplemental items will be added to the agenda following close of business on Friday immediately prior to a Board 
meeting. 

REVISIONS AND SUPPLEMENTALS TO FEBRUARY 6, 2024 AGENDA - PAGE 1 OF 2 
 

Document last updated: 2/5/2024 12:55 PM 

 
February 6, 2024 

 
DISCUSSION  
 
10. Continued to 2/27/24, 9:30 a.m. 
 
19. Revised Title to read: 

OC Public Works - Authorize Director or designee to execute amendments Approve amendment 1 to 
agreement MA-080-2011606 under certain conditions with California Department of Transportation for 
Laguna Canyon Road Segment 4 (Phases 2 to 4) Project; effective 1/23/24 until project completion 
($4,338,759; cumulative total $11,156,584); and authorize Director or designee to execute future 
amendments under certain conditions - District 5 (Continued from 1/23/24, Item 20) 

 
23. County Executive Office - Approve grant applications/awards submitted by Sheriff-Coroner, Health 

Care Agency, OC Public Works, OC Community Resources, District Attorney and retroactive grant 
applications/awards submitted by Social Services Agency in 2/6/24 grant report and other actions as 
recommended; adopt resolution authorizing District Attorney or designee to execute grant award 
agreement and amendments with California Office of Emergency Services for Unserved/Underserved 
Victim Advocacy and Outreach Program, 1/1/24 - 12/31/24 ($196,906); and making California 
Environmental Quality Act (CEQA) exemption findings pursuant to CEQA Guidelines Section 
15061(b)(3) and other related findings - All Districts 

 
THE FOLLOWING AGENDA ITEMS HAVE HAD CHANGES TO THEIR RECOMMENDED 
ACTIONS SINCE RELEASE OF THE AGENDA TO THE PUBLIC: 
 
 Items:  6, 19 and 23 
 

S  u  p  p  l  e  m  e  n  t  a  l    I t e m (s) 
 
S26A. Vice Chairman Chaffee - Orange County Parks Commission - Appoint John Douglas Warren, 

Anaheim, for term concurrent with 4th District Supervisor’s term of office 
 
S26B. Revised Title to read: 

Vice Chairman Chaffee - Orange County Senior Citizens Advisory Council Orange County Older 
Adults Advisory Commission - Appoint Felix B. Lopez, Buena Park, for term concurrent with 4th District 
Supervisor’s term of office 

 
S26C. Chairman Wagner - Establish Contract Policy Manual Ad Hoc Committee, consisting of Vice 

Chairman Chaffee and Supervisor Sarmiento, to consider and review Contract Policy Manual 
 
S26D. County Executive Office - Approve and adopt Personnel and Salary Resolution amendment regarding 

Peace Officer standards and training pay - All Districts 
 
S26E. Chairman Wagner - Adopt resolution recognizing February 2024 as “2-1-1 OC month”  
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S26F. District Attorney - Approve retroactive emergency contract MA-026-24010657 with KPMG LLP for 

forensic electronic response related to cyber incident for 24/7 monitoring of network environment, 
effective 10/25/23 until completion ($250,000); approve retroactive emergency contract MA-026-
24010569 with Ablegov, Inc. for Microsoft professional services via Microsoft Detection and Response 
Team, 10/25/23 - 11/17/23 ($460,181); and approve retroactive emergency contract MA-026-24010570 
with Thor Solutions, Inc. dba Alvaka Networks for cyber incident response consultation, 10/26/23 - 
1/31/24 ($125,000) - All Districts  

 
SCS3. County Counsel - CONFERENCE WITH LEGAL COUNSEL - EXISTING LITIGATION - Pursuant 

to Government Code Section 54956.9(d)(1):  
Name of Case: Maria Rienzo v. County of Orange, et al., Orange County Superior Court Case No. 30-
2021-01210471 

 
SCS4. County Counsel - CONFERENCE WITH LEGAL COUNSEL - EXISTING LITIGATION - Pursuant 

to Government Code Section 54956.9(d)(1):  
Name of Case: James Hoffman v. County of Orange, WCAB Case: ADJ23536217; ADJ13536216 

 
SCS5. County Executive Office - CONFERENCE WITH COUNTY EXECUTIVE OFFICE - THREAT TO 

PUBLIC SERVICES OR FACILITIES - Pursuant to Government Code Section 54957(a): 
Consultation with:   KC Roestenberg, Chief Information Officer 

 
SCS6. County Counsel - CONFERENCE WITH LEGAL COUNSEL - EXISTING LITIGATION - Pursuant 

to Government Code Section 54956.9(d)(1):  
Name of Case: Sara DeSmet v. County of Orange, Orange County Superior Court Case No. 30-2021-
01223665 

 
SCS7. County Counsel - CONFERENCE WITH LEGAL COUNSEL - EXISTING LITIGATION - Pursuant 

to Government Code Section 54956.9(d)(1):  
Name of Case: Danielle Incontro v. County of Orange, et. al., Orange County Superior Court Case No. 
30-2022-01252734 

 
SCS8. County Counsel - CONFERENCE WITH LEGAL COUNSEL - EXISTING LITIGATION - Pursuant 

to Government Code Section 54956.9(d)(1):  
Name of Case: Jerome Larson v. County of Orange, WCAB Case: ADJ9903918; ADJ7108139; 
ADJ1272936; ADJ3694019 



Continuation or Deletion Request 
 
 

Date:     2/5/2024    

To:    Clerk of the Board of Supervisors 

From:  Debra Baetz, Agency Director, Health Care Agency  

Re:  ASR Control #: 23-000959, Meeting Date 2/6/2024   Agenda Item No. # 10 

Subject:       

 
 
 

 Request to continue Agenda Item No. # 10 to the 2/27/2024 Board Meeting. 
 
Comments:       
 
 
 

 Request deletion of Agenda Item No. #       
 
Comments:       
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Agenda Item  

AGENDA STAFF REPORT 

ASR Control  23-000568

MEETING DATE: 02/06/24 

LEGAL ENTITY TAKING ACTION: Board of Supervisors 

BOARD OF SUPERVISORS DISTRICT(S): All Districts 

SUBMITTING AGENCY/DEPARTMENT: County Executive Office   (Approved) 

DEPARTMENT CONTACT PERSON(S): Peter DeMarco (714) 834-5777   

Julie Bechtol (714) 834-2009 

SUBJECT:  Grant Applications/Awards Report 

CEO CONCUR COUNTY COUNSEL REVIEW CLERK OF THE BOARD 
Concur Approved Resolution to Form Discussion 

3 Votes Board Majority 

Budgeted: N/A Current Year Cost:  N/A Annual Cost:  N/A 

Staffing Impact:  No # of Positions: Sole Source:  N/A 
Current Fiscal Year Revenue: N/A 

   Funding Source:  N/A County Audit in last 3 years: No 
   Levine Act Review Completed: N/A 

Prior Board Action:  N/A  

RECOMMENDED ACTION(S): 
 

Approve grant applications/awards as proposed and other actions as recommended. 

1. Approve Grant Application – Sheriff Coroner – 2024/25 Toxicology: Comprehensive DUI
Related Death Data Collection – $50,000

2. Approve Grant Application – Sheriff Coroner – Toxicology Laboratory Automation and
Efficiency Improvement 2024/2026 – $240,200

3. Approve Grant Application – Sheriff Coroner – Providing Access and Transforming Health
(PATH) Justice Involved (JI) Round 2 Modification and Augmentation – $827,603

4. Approve Grant Application – Health Care Agency – Providing Access and Transforming
Health (PATH) – Capacity and Infrastructure Transition, Expansion and Development
(CITED) Initiative Round 3 – $320,000

5. Approve Grant Application – OC Public Works – Carl Moyer Memorial Air Quality
Standards Attainment Program (CMP) Program Announcement (PA) PA2024-02 –
$1,572,248

6. Approve Grant Award – OC Community Resources – Foster Youth to Independence
Initiative (FYI) Vouchers – $446,166

23
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7. Approve Retroactive Grant Award – Social Services Agency – Access to Technology 

Program – $834,551  
 

8. Approve Grant Award and Adopt Resolution – District Attorney – Unserved/Underserved 
Victim Advocacy & Outreach Program – $196,906 
 

9. Receive and File Grants Report. 
 

 
 
 
 

SUMMARY: 
 

See the attached Grants Report. 
 
 
 
BACKGROUND INFORMATION: 
 

See the attached Grants Report. 
 
 
 
FINANCIAL IMPACT: 
 

N/A 
 
STAFFING IMPACT: 
 

N/A 
 
ATTACHMENT(S): 
 

Attachment A - Grants Report 
Attachment B - Victim Advocacy and Outreach Resoluton 
 
 
 
 



 
 
 
 
 

DRAFT 
County Executive Office/Legislative Affairs 

            February 6, 2024   
                Item No: 23 
 
       
       

         

County of Orange Report on Grant Applications/Awards 
The Grants Report is a condensed list of grant requests by County Agencies/Departments that allows 
the Board of Supervisors to discuss and approve grant submittals in one motion at a Board meeting.  
County policy dictates that the Board of Supervisors must approve all grant applications prior to 
submittal to the grantor. This applies to grants of all amounts, as well as to new grants and those 
that have been received by the County for many years as part of an ongoing grant.  Receipt of grants 
$50,000 or less is delegated to the County Executive Officer.  Grant awards greater than $50,000 
must be presented to the Board of Supervisors for receipt of funds.  This report allows for better 
tracking of county grant requests, the success rate of our grants, and monitoring of County’s grants 
activities.  It also serves to inform Orange County’s Sacramento and Washington, D.C. advocates of 
County grant activities involving the State or Federal Governments. 
 
On February 6, 2024, the Board of Supervisors will consider the following actions: 
 
RECOMMENDED ACTIONS 
   
Approve grant applications/awards as proposed and other actions as recommended.  
 
ACTION ITEMS:  
 
1. Approve Grant Application – Sheriff Coroner – 2024/25 Toxicology: Comprehensive DUI Related 

Death Data Collection – $50,000  
 

2. Approve Grant Application – Sheriff Coroner – Toxicology Laboratory Automation and Efficiency 
Improvement 2024/2026 – $240,200  
 

3. Approve Grant Application – Sheriff Coroner – Providing Access and Transforming Health 
(PATH) Justice Involved (JI) Round 2 Modification and Augmentation – $827,603 

 
4. Approve Grant Application – Health Care Agency – Providing Access and Transforming Health 

(PATH) – Capacity and Infrastructure Transition, Expansion and Development (CITED) Initiative 
Round 3 – $320,000 

 
5. Approve Grant Application – OC Public Works – Carl Moyer Memorial Air Quality Standards 

Attainment Program (CMP) Program Announcement (PA) PA2024-02 – $1,572,248 
 

6. Approve Grant Award – OC Community Resources – Foster Youth to Independence Initiative 
(FYI) Vouchers – $446,166  

 
7. Approve Retroactive Grant Award – Social Services Agency – Access to Technology Program – 

$834,551  
 
8. Approve Grant Award and Adopt Resolution – District Attorney – Unserved/Underserved Victim 

Advocacy & Outreach Program – $196,906 
 

9. Receive and File Grants Report. 
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If you or your staff have any questions or require additional information on any of the items in this 
report, please contact Julie Bechtol at 714-834-2009. 
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  GRANT APPLICATION /    GRANT AWARD  

 
Today’s Date: January 30, 2023 
Requesting Agency/Department: Orange County Sheriff-Coroner Department 

Grant Name and Project Title: 
2024/25 Toxicology: Orange County Sheriff’s Department 
Coroner’s Division – Comprehensive DUI-Related Death Data 
Collection Project.  

Sponsoring Organization/Grant 
Source: 
(If the grant source is not a government entity, please 
provide a brief description of the 
organization/foundation) 

California Highway Patrol – Cannabis Tax Fund Grant Program  

Application Amount Requested: $50,000 
Application Due Date: February 23, 2024 
Board Date when Board Approved 
this Application: Not Applicable  

Awarded Funding Amount: Not Applicable  
Notification Date of Funding Award: Not Applicable  
Is this an Authorized Retroactive Grant Application/Award? No 
(If yes, attach memo to CEO) 
Recurrence of Grant New   Recurrent   Other   Explain:  

If this is a recurring grant, please list 
the funding amount applied for and 
awarded in the past:  

 

 
 
 
 
 
 
 
 
 
 
 
 
 

Does this grant require CEQA 
findings? Yes   No   

What Type of Grant is this? Competitive    Other Type     Explain:  

County Match? Yes    Amount_____ or ______ %  
 

No   
 

How will the County Match be 
Fulfilled?  
(Please include the specific budget)  

Not Applicable  

Will the grant/program create new 
part or full-time positions? 
 

No 

Purpose of Grant Funds: Provide a summary and brief background on why the Board of Supervisors should accept this grant 
application/award, and how the grant will be implemented.  

The California Highway Patrol's Cannabis Tax Fund Grant Program (CTFGP) was developed as a result of the 
passage of Proposition 64, The Control, Regulate and Tax Adult Use Marijuana Act in 2016, whereby California 
voters mandated that the State set aside funding for the California Highway Patrol to disperse to local 
governments and qualified nonprofit organizations for the education, prevention, and enforcement of impaired 
driving laws.  
 
The purpose of the CTFGP is to provide funding sources for project activities that help address impaired driving 
and are directly related to report data collection from the body of the deceased before it is prepared for burial to 
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CEO-Legislative Affairs Office 
Grant Authorization eForm  

 

Grant Authorization e-Form   

test for both alcohol and drugs. In addition to any other required reporting, the Grant applicant shall report the 
number of deceased persons with alcohol, drugs, or a combination of alcohol and drugs in their system and 
provide specific data for each fatality.  
 
Driving under the influence (DUI) represents a significant public concern, with a substantial number of fatalities 
occurring year-round due to impaired driving. To further improve the overall service to the County, the Coroner's 
Division of the Orange County Sheriff's Department plans to supplement the coroner's staff with overtime to 
improve the collection and dissemination of data using the coroner case management system to review, evaluate, 
and accurately record the data pertained to DUI cases related to deaths. The Coroner's Division will continue 
collaborating with the Orange County Crime Lab to enhance the accuracy and timeliness of DUI-related fatality 
data. This data collection will help develop a comprehensive picture of the magnitude and characteristics of 
impaired driving and aid in public safety through improved data collection. This project performance period is 
from July 1, 2024, through June 30, 2026.  
 
If funding is awarded, the Sheriff-Coroner or designee will return to the Board of Supervisors for approval of a 
grant resolution and to accept the grant funding.  
 
Board Resolution Required?  
(Please attach document to eForm) 

 
Yes   
 

No   

Deputy County Counsel Name:  
(Please list the Deputy County Counsel that approved the 
Resolution) 

 

Recommended Action/Special Instructions 
(Please specify below) 
 
Authorize the Sheriff-Coroner, or designee, to sign all necessary documents required for submitting the 
application and supporting documentation to the California Highway Patrol’s Cannabis Tax Fund Grant Program.   
 
 
Department Contact :  List the name and contact information (telephone, e-mail) of the staff person to be contacted for further 

information. 
 
Artin Baron, Senior Criminal Justice Manager   
abaron@ocsheriff.gov 
(714) 647-3459 
 
Name of the individual attending the Board 
Meeting:  

List the name of the individual who will be attending the Board Meeting for this Grant 
Item:  

 
Bradley Olsen, Business Services Deputy Director   
brpolsen@ocsheriff.gov 
(714) 647-7440 
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  GRANT APPLICATION /    GRANT AWARD  

 
Today’s Date: January 30, 2024 
Requesting Agency/Department: Sheriff-Coroner Department 

Grant Name and Project Title: Toxicology Laboratory Automation and Efficiency 
Improvement 2024/2026 

Sponsoring Organization/Grant 
Source: 
(If the grant source is not a government entity, please 
provide a brief description of the 
organization/foundation) 

California Highway Patrol – Cannabis Tax Fund Grant 
Program 

Application Amount Requested: $240,200 
Application Due Date: 2/23/24 
Board Date when Board Approved 
this Application:  

Awarded Funding Amount: N/A 
Notification Date of Funding Award: N/A 
Is this an Authorized Retroactive Grant Application/Award?  
(If yes, attach memo to CEO) 
Recurrence of Grant New   Recurrent   Other   Explain:  

If this is a recurring grant, please list 
the funding amount applied for and 
awarded in the past:  

CTFGP FY21-23 = $467,700 
             FY22-24 = $356,312 
             FY23-25 = $512,050 

 

Does this grant require CEQA 
findings? Yes   No   

What Type of Grant is this? Competitive    Other Type     Explain:  

County Match? Yes    Amount_____ or ______ %  
 

No   
 

How will the County Match be 
Fulfilled?  
(Please include the specific budget)  

N/A 

Will the grant/program create new 
part or full-time positions? 
 

No 

Purpose of Grant Funds: Provide a summary and brief background on why the Board of Supervisors should 
accept this grant application/award, and how the grant will be implemented.  

The Orange County Crime Laboratory (OC Crime Lab) has worked collaboratively for a number of years 
to improve toxicological analysis and testimony on driving under the influence of drug (DUID) cases 
within the County of Orange. The laboratory has established standards of performance in both DUID 
testing and expert testimony that have been recognized at both the state and national level. To further 
improve the overall service to the County, the OC Crime Lab tests all blood samples obtained from 
traffic safety related incidents for drugs. To continue providing the County of Orange with up-to-date 
Toxicology services, the laboratory plans to rearrange a space by adding equipment where OC Crime 
Lab’s Toxicology section can perform all of the quality assurance duties including the storage of 
reference material and reagents to create standards and controls in one central location  through 
funding from the California Highway Patrol’s Cannabis Tax Fund Grant Program (CTFGP). In addition, 
the alcohol section is in need of a replacement Gas Chromatograph with Mass Spectrometry and Flame 
Ionization Detector. The cost for the total compensation for equipment and overtime for current staff is 
$240,200. 
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Grant Authorization eForm  

 

Grant Authorization e-Form   

Board Resolution Required?  
(Please attach document to eForm) 

 
Yes   
 

No   

Deputy County Counsel Name:  
(Please list the Deputy County Counsel that approved 
the Resolution) 

 

Recommended Action/Special Instructions 
(Please specify below) 

1. The Sheriff-Coroner Department’s Orange County Crime Lab requests authorization to apply for 
the Toxicology Laboratory Automation and Efficiency Improvement 2024/2026 grant through the 
California Highway Patrol’s Cannabis Tax Fund Grant Program in the amount of $240,200. 

 
Department Contact :  List the name and contact information (telephone, e-mail) of the staff person to be 

contacted for further information. 
Bruce Lyle, Blyle@ocsheriff.gov  714-834-4510 

Name of the individual attending the Board 
Meeting:  

List the name of the individual who will be attending the Board 
Meeting for this Grant Item:  

Bruce Lyle, Assistant Director of the Orange County Crime Lab 
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  GRANT APPLICATION /    GRANT AWARD  

 
Today’s Date: January 30, 2024  

Requesting Agency/Department: 
 
Sheriff-Coroner Department  
 

Grant Name and Project Title: 
California Advancing and Innovating Medi-Cal (CalAIM): Providing 
Access and Transferring Health (PATH) Justice-Involved (JI) – JI 
Round 2 Modification and Augmentation 

Sponsoring Organization/Grant 
Source: 
(If the grant source is not a government entity, 
please provide a brief description of the 
organization/foundation) 

California Department of Health Care Services (DHCS) 

Application Amount Requested: $827,603 
Application Due Date: February 14, 2024 
Board Date when Board 
Approved this Application: Not Applicable  

Awarded Funding Amount: Not Applicable  
Notification Date of Funding 
Award: Not Applicable  

Is this an Authorized Retroactive Grant Application/Award? No 
(If yes, attach memo to CEO) 
Recurrence of Grant New   Recurrent   Other   Explain:  

If this is a recurring grant, please 
list the funding amount applied 
for and awarded in the past:  

Round  Applied  Awarded  
1 $   250,000       $   250,000  
2 $4,450,000  $5,003,536  
3 $4,450,000  $7,500,000  

 

 
 
 
 
 
 
 

Does this grant require CEQA 
findings? Yes   No   

What Type of Grant is this? Competitive    
Other Type     Explain: 
Formula program 

County Match? Yes    Amount_____ or ______ %  
 

No   
 

How will the County Match be 
Fulfilled?  
(Please include the specific budget)  

Not Applicable  

Will the grant/program create 
new part or full-time positions? 
 

Yes 

Purpose of Grant Funds: Provide a summary and brief background on why the Board of Supervisors should accept this grant 
application/award, and how the grant will be implemented.  

The California Department of Health Care Services (DHCS) provides funding for the Providing Access and 
Transferring Health (PATH) Capacity Building Program to support the Justice-Involved (JI) Reentry Initiative. 
This grant aims to assist participating entities in delivering and providing the California Advancing and 
Innovating Medi-Cal (CalAIM) Justice Reentry Demonstration Initiative. The demonstration initiative supports 
the planning and needs of incarcerated beneficiaries as they near the end of their incarceration and re-enter the 
community.  
 
The CalAIM PATH JI Round 2 award provided funding to implement the statewide justice-involved initiatives, 
including support to the collaborative planning between the Orange County Sheriff's Department (OCSD), Social 
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Grant Authorization eForm  

 

Grant Authorization e-Form   

Services Agency (SSA), County Health Care Agency (HCA) and County Probation Department to identify and 
scope out the processes, protocols and IT system modifications. Additionally, this funding supported the 
implementation of pre-release enrollment and suspension processes that helped ensure Medi-Cal coverage upon 
reentry into the community to facilitate access to needed Medi-Cal-covered services. These processes were 
foundational to providing Medi-Cal services 90 days before release, as requested by the DHCS through its 
CalAIM JI Reentry Demonstration initiative, which is mandatory per federal and state law. 
 
The OCSD, HCA, SSA and the County Probation Department received JI Round 2 funding and are now eligible to 
request modifications and augmentations to their original plans.  
 
The OCSD, in collaboration with HCA, SSA, and Probation, will request an augmentation of $150,000 to replace 
the previous system with a new data system to help with the implementation and configuration to provide inmates’ 
housing and, outreach pre-release information.  
 
The Probation Department will be requesting $34,200 to augment staff cubicle workstations by creating higher 
walls to increase efficiency and protect information.  
 
The following funding will be requested for County positions:  
 

• $125,000 is being requested for one Deputy Sheriff. 
• $186,064 for two full-time employee (FTE) SSA positions to complete work on behalf of OCSD.  
• $332,339 for 2.5 FTEs to support SSA’s work.  

 
The OCSD, in partnership with HCA, SSA, and County Probation Department will continue to plan 
collaboratively to understand the needs of the correctional agencies and their partners. The Sheriff-Coroner 
Department will serve as the County lead agent and oversee the grant and submission of related documents. 
 

Board Resolution Required?  
(Please attach document to eForm) 

 
Yes   
 

No   

Deputy County Counsel Name:  
(Please list the Deputy County Counsel that approved the 
Resolution) 

 

Recommended Action/Special Instructions 
(Please specify below) 
 
Authorize the Sheriff-Coroner or designee to sign all necessary application documents required to submit the 
augmentation application and supporting documentation to the California Department of Health Care Services. 
  
Department Contact :  List the name and contact information (telephone, e-mail) of the staff person to be contacted for further 

information. 
 
Commander Nathan Wilson  
Behavioral Health Bureau 
nlwilson@ocsheriff.gov 
(714) 647-6001 
 
Name of the individual attending the Board 
Meeting:  

List the name of the individual who will be attending the Board Meeting for this Grant 
Item:  

 
Captain Timothy Critz 
Behavioral Health Bureau 
TCritz@ocsheriff.gov 
(714) 647-6007 
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  GRANT APPLICATION /    GRANT AWARD  

 
Today’s Date: January 30, 2024 
Requesting Agency/Department: Health Care Agency / Mental Health and Recovery Services 

Grant Name and Project Title: 
Providing Access and Transforming Health (PATH) - Capacity 
and Infrastructure Transition, Expansion and Development 
(CITED) Initiative Round 3 

Sponsoring Organization/Grant 
Source: 
(If the grant source is not a government entity, please 
provide a brief description of the 
organization/foundation) 

California Department of Health Care Services 

Application Amount Requested: $320,000 
Application Due Date: February 14, 2024  
Board Date when Board Approved 
this Application: N/A 

Awarded Funding Amount:  
Notification Date of Funding Award:  
Is this an Authorized Retroactive Grant Application/Award? No 
(If yes, attach memo to CEO) 
Recurrence of Grant New   Recurrent   Other   Explain:  

If this is a recurring grant, please list 
the funding amount applied for and 
awarded in the past:  

Awarded PATH CITED Round 2 $277,410.60   

Does this grant require CEQA 
findings? Yes   No   

What Type of Grant is this? Competitive    Other Type     Explain:  

County Match? Yes    Amount_____ or ______ %  
 

No   
 

How will the County Match be 
Fulfilled?  
(Please include the specific budget)  

N/A 

Will the grant/program create new 
part or full-time positions? 
 

No 

Purpose of Grant Funds: Provide a summary and brief background of why Board of Supervisors why should accept this grant 
application/award, and how the grant will be implemented.  

In conjunction with Department of Health Care Services (DHCS) proposed California Advancing and 
Innovating Medi-Cal (CalAIM) implementation via a phased-in approach of services and Populations of 
Focus (POF) at 6-month intervals over a 2-year period, DHCS also received federal approval to 
implement the Providing Access and Transforming Health (PATH) Initiative as part of the state’s 1115 
demonstration waiver on December 29, 2021. PATH is designed to increase capacity and capabilities 
up front by making funding opportunities available to “on the ground” partners, including providers, 
counties, former Whole Person Care (WPC) Lead Entities, community-based organizations (CBOs), 
Tribes, and others working to implement CalAIM Enhanced Care Management (ECM) and Community 
Supports (CS) services. 

One initiative under PATH is the Capacity and Infrastructure Transition, Expansion and Development 
(CITED) Initiative that provides funding to enable the transition, expansion, and development of ECM 
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CEO-Legislative Affairs Office 
Grant Authorization eForm  

 

Grant Authorization e-Form   

and Community Supports capacity and infrastructure. 

The purpose of these funds is to support entities in building capacity to provide high-quality, patient-
centered ECM/Community Support to Medi-Cal members and to inform the community of available 
services through Community Supports and Enhanced Care Management 

The Health Care Agency (HCA), as the lead agency for this grant opportunity, will work with Social 
Services Agency complete a coordinated, all-inclusive application by the February 14, 2024, deadline.  

HCA will return to the BOS with a completed and request to accept funds.  

Board Resolution Required?  
(Please attach document to eForm) 

 
Yes   
 

No   

Deputy County Counsel Name:  
(Please list the Deputy County Counsel that approved the 
Resolution) 

 

 
Recommended Action/Special Instructions 
(Please specify below) 
 

Authorize Orange County’s participation in DHCS’ Providing Access and Transforming Health Capacity and Infrastructure 
Transition, Expansion and Development Round 3 Funding.  

 
Department Contact :  List the name and contact information (telephone, e-mail) of the staff person to be contacted for further 

information. 
Veronica Kelley, Chief of Mental Health and Recovery Services 
vkelley@ochca.com  phone: 714-834-7024 
 
Name of the individual attending the Board 
Meeting:  

List the name of the individual who will be attending the Board Meeting for this Grant 
Item:  

Veronica Kelley, Chief of Mental Health and Recovery Services 
vkelley@ochca.com  phone: 714-834-7024 
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  GRANT APPLICATION /    GRANT AWARD  

 
Today’s Date: January 29, 2024 

 

Requesting Agency/Department: Orange County Public Works (OCPW) 
 

Grant Name and Project Title: 
Carl Moyer Memorial Air Quality Standards Attainment 
Program (CMP) – Program Announcement (PA) PA2024-02 
 

Sponsoring Organization/Grant 
Source: 
(If the grant source is not a government entity, please 
provide a brief description of the 
organization/foundation) 

South Coast Air Quality Management District (South Coast 
AQMD) 

Application Amount Requested: $1,572,248 
 

Application Due Date: February 6, 2024 
Board Date when Board Approved 
this Application: February 6, 2024 

Awarded Funding Amount: TBD 
Notification Date of Funding Award: TBD 
Is this an Authorized Retroactive Grant Application/Award?  
(If yes, attach memo to CEO) 
Recurrence of Grant New   Recurrent   Other   Explain:  

If this is a recurring grant, please list 
the funding amount applied for and 
awarded in the past:  

  

Does this grant require CEQA 
findings? Yes   No   

What Type of Grant is this? Competitive    Other Type     Explain:  

County Match? Yes    Amount $1,572,249 
 

No   
 

How will the County Match be 
Fulfilled?  
(Please include the specific budget)  

Countywide Capital Projects Non-General Fund 15D 

Will the grant/program create new 
part or full-time positions? 
 

No 

Purpose of Grant Funds: Provide a summary and brief background on why the Board of Supervisors should accept this grant 
application/award, and how the grant will be implemented.  

 
The grant, if awarded, will be used to provide 50% of the eligible project funding to install approximately 
46 new EV charging pedestals and a total of 79 charging ports at six (6) locations as follows (each 
location will be a separate project): 
 
1. 1300 S Grand, Santa Ana, CA 
2. 2245 Glassell St., Orange, CA  
3. 2020 W Walnut Ave, Santa Ana, CA 
4. 400 West Santa Ana Blvd, Santa Ana, CA  
5. 800 N. Eckhoff, Orange, CA  
6. 1770 Broadway, Santa Ana, CA 
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Grant Authorization e-Form   

Board Resolution Required?  
(Please attach document to eForm) 

 
Yes   
 

No   

Deputy County Counsel Name:  
(Please list the Deputy County Counsel that approved the 
Resolution) 

 

Recommended Action/Special Instructions 
(Please specify below) 
 
Authorize OCPW Director, or designee, to sign all necessary application documents required for submission of the application 
of the Carl Moyer Memorial Air Quality Standards Attainment Program application.  
 
Department Contact :  List the name and contact information (telephone, e-mail) of the staff person to be contacted for further 

information. 
 
Zac Henson 
Deputy Director Admin Services 
OC Public Works 
601 North Ross Street, Santa Ana, CA 92701 
714-834-7452 : zac.henson@ocpw.ocgov.com 
 
Name of the individual attending the Board 
Meeting:  

List the name of the individual who will be attending the Board Meeting for this Grant 
Item:    

 
Zac Henson 
Deputy Director Admin Services 
OC Public Works 
601 North Ross Street, Santa Ana, CA 92701 
714-834-7452 : zac.henson@ocpw.ocgov.com 
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  GRANT APPLICATION /    GRANT AWARD  
 

Today’s Date: 1/25/2024 
Requesting Agency/Department: OC Community Resources/Orange County Housing Authority 
Grant Name and Project Title: Foster Youth to Independence Initiative (FYI) Vouchers 
Sponsoring Organization/Grant Source: 
(If the grant source is not a government entity, please 
provide a brief description of the organization/foundation) 

U.S. Housing and Urban Development (HUD) 

Application Amount Requested: N/A 
Application Due Date: N/A 
Board Date when Board Approved this 
Application: 6/27/2023  

Awarded Funding Amount: $446,166 (25 Housing Choice Vouchers) 
Notification Date of Funding Award: 1/8/2024 
Is this an Authorized Retroactive Grant Application/Award? (If yes, attach memo to CEO)   
Recurrence of Grant New   Recurrent   Other   Explain:  

If this is a recurring grant, please list the 
funding amount applied for and awarded 
in the past:  

 

Does this grant require CEQA findings? Yes   No   

What Type of Grant is this? Competitive    
Other Type     Explain: Non-Competitive 
rolling basis based on available Federal 
funding 

County Match? Yes    Amount_____ or ______ %  No   

How will the County Match be Fulfilled? 
(Please include the specific budget)  N/A 

Will the grant/program create new part 
or full-time positions? No 

Purpose of Grant Funds: Provide a summary and brief background of why Board of Supervisors why should accept this grant 
application/award, and how the grant will be implemented.  

HUD notified Orange County Housing Authority (OCHA) of a funding allocation of 25 Foster Youth to 
Independence (FYI) initiative Housing Choice Vouchers (HCV) on January 8, 2024. The FYI initiative makes 
HCV assistance available to OCHA in partnership with the Orange County Social Services Agency (SSA). 
The FYI initiative provides housing assistance on behalf of youth at least 18 years and no more than 24 
years of age who left foster care, or will leave foster care within 90 days, and are homeless or at risk of 
homelessness. Per the Family Unification Program Memorandum of Understanding (MOU) between OCHA, 
SSA and Continuum of Care to work collaboratively and refer eligible families to OCHA, SSA will identify 
eligible youth client referrals to OCHA to issue FYI vouchers.    
Board Resolution Required?  
(Please attach document to eForm) 

 
Yes   
 

No   

Deputy County Counsel Name:  
(Please list the Deputy County Counsel that approved the Resolution) N/A 

Recommended Action/Special Instructions (Please specify below) 
Authorize the OC Community Resources Director or designee to accept the 25 Foster Youth to 
Independence initiative Housing Choice Vouchers awarded in the amount of $446,166. 
Department Contact:  List the name and contact information (telephone, e-mail) of the staff person to be contacted for further 

information. 
Julia Bidwell (714) 480-2991 / julia.bidwell@occr.ocgov.com 
Name of the individual attending the Board Meeting:  List the name of the individual who will be attending the Board Meeting for this Grant Item:   

Dylan Wright, Director, OC Community Resources. 
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M  E  M  O  

 
 
January 30, 2024 
 
TO:  Frank Kim, County Executive Officer 
 
FROM: An Tran, Director, Social Services Agency 
 
SUBJECT:  Retroactive Request to accept Grant Award from Access to Technology 

Program 
 
This memo is being submitted to request that the CEO place the subject Grant award on the 
February 6, 2024, Board of Supervisors (Board) Meeting Agenda. The Social Services 
Agency (SSA) requests retroactive approval to accept Grant award for funding in the amount 
of $834,551, which is the allocation for Orange County. On November 14, 2023, SSA was 
notified of an opportunity to receive an additional $618,000 in available funding due to a 
reallocation of excess funds. SSA requested the additional $618,000 for the program via 
informal survey and indicated a willingness to accept additional funding, if it became 
available. On December 21, 2023, SSA was awarded $834,551 in reallocated funds, for a 
cumulative total of $4,342,800, for the program. Due to CDAs’ delay in notifying counties of 
allocated funding and the compressed certification timeline, this request for approval of the 
grant award is being submitted to the Board retroactively. 
 
If you have any questions about the grant, please contact Kristina Traw at (714) 245-6049. 
 
Thank you,  
 

 
 
An Tran 
SSA Director 
 

Digitally signed by Frank Kim 
DN: cn=Frank Kim, o=County of 
Orange, ou=CEO, 
email=frank.kim@ocgov.com, 
c=US 
Date: 2024.01.30 16:56:39 -08'00'
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  GRANT APPLICATION /    GRANT AWARD  

 
Today’s Date: 1/30/2024 
Requesting Agency/Department: Social Services Agency (SSA) 
Grant Name and Project Title: Access to Technology Program 
Sponsoring Organization/Grant 
Source: 
(If the grant source is not a government entity, please 
provide a brief description of the 
organization/foundation) 

California Department of Aging 

Application Amount Requested: $618,000 
Application Due Date: N/A 
Board Date when Board Approved 
this Application: 12/20/2022 

Awarded Funding Amount: $834,551 
Notification Date of Funding Award: 12/21/2023 
Is this an Authorized Retroactive Grant Application/Award? YES 
(If yes, attach memo to CEO) 
Recurrence of Grant New   Recurrent   Other   Explain: Reallocation 

If this is a recurring grant, please list 
the funding amount applied for and 
awarded in the past:  

N/A     

Does this grant require CEQA 
findings? Yes   No   

What Type of Grant is this? Competitive    Other Type     Explain: Non-
competitive allocation  

County Match? Yes    Amount_____ or ______ %  
 

No   
 

How will the County Match be 
Fulfilled?  
(Please include the specific budget)  

N/A 

Will the grant/program create new 
part or full-time positions? 
 

No 

Purpose of Grant Funds: Provide a summary and brief background on why the Board of Supervisors should accept this grant 
application/award, and how the grant will be implemented.  

Assembly Bill 135 (Chapter 85, Statutes of 2021) added section 9104 to the Welfare and Institutions Code (WIC), requiring the 
California Department of Aging (CDA) to create the Access to Technology (ATT) Program. Pursuant to WIC, Section 9104, 
ATT is a one-time non-competitive $48.5 million opt-in county grant opportunity included in the Home and Community Based 
Services Plan leveraging time-limited federal funds.  
 
SSA, in collaboration with OCCR, developed a plan to implement the ATT Program for older adults and persons with 
disabilities through Bridging the Digital Divide (BDD). Grant funds have been used to expand BDD by extending data plan 
services to existing participants in the senior technology program; offering ATT devices and training to those on program 
waitlists; and conducting outreach to serve new participants.  
 
On August 25, 2022, SSA submitted the application for ATT funds in the amount of $3,487,249. The Board retroactively 
approved the grant application on September 13, 2022. On October 18, 2022, SSA received the grant approval from CDA in 
the amount requested. On December 20, 2022, the Board approved the Grant Agreement with the California Department of 
Aging and the grant award in the amount of $3,487,249, for term commencing upon Board’s approval through December 31, 
2024.  

 
Attachment A

Page 15 of 20



CEO-Legislative Affairs Office 
Grant Authorization eForm  

 

Grant Authorization e-Form   

 
On November 14, 2023, SSA was notified of an opportunity to receive an additional $618,000 in available funding due a 
reallocation of excess funds. SSA requested the additional $618,000 for the program via informal survey and indicated a 
willingness to accept additional funding if it became available.  
 
On December 21, 2023, SSA was awarded $834,551 in reallocated funds, for a cumulative total of $4,342,800, for the 
program.  
 
Approval of this reallocation of funds will allow for continuity of the ATT Program services to support efforts in combating 
isolation, building a technology infrastructure and helping older adults build self-confidence and self-improvement.  
Board Resolution Required?  
(Please attach document to eForm) 

 
Yes   
 

No   

Deputy County Counsel Name:  
(Please list the Deputy County Counsel that approved the 
Resolution) 

 

Recommended Action/Special Instructions 
(Please specify below) 
 
Authorize the Social Services Agency Director or Deputized designee, to accept the Grant Award for the Home 
and Community Based Services Access to Technology Program reallocation amount of $834,551, for a total 
maximum allocation of $4,342,800, and amend the agreement with the California Department of Aging to 
administer the program funds for the term commencing upon Board of Supervisor’s approval through December 
31, 2024. 
Department Contact :  List the name and contact information (telephone, e-mail) of the staff person to be contacted for further 

information. 
 
An Tan, 714-541-7708, An.Tran@ssa.ocgov.com 

Name of the individual attending the Board 
Meeting:  

List the name of the individual who will be attending the Board Meeting for this Grant 
Item:  

 
An Tan, 714-541-7708, An.Tran@ssa.ocgov.com 

 

Attachment A

Page 16 of 20



CEO-Legislative Affairs Office 
Grant Authorization eForm  

 

Grant Authorization e-Form   

 
  GRANT APPLICATION /    GRANT AWARD  

 
Today’s Date: January 30, 2024 
Requesting Agency/Department: District Attorney 
Grant Name and Project Title: Unserved/Underserved Victim Advocacy & Outreach Program 
Sponsoring Organization/Grant 
Source: 
(If the grant source is not a government entity, please 
provide a brief description of the 
organization/foundation) 

California Governor’s Office of Emergency Services 

Application Amount Requested: $196,906 
Application Due Date: January 31, 2023 
Board Date when Board Approved 
this Application: March 28, 2023 

Awarded Funding Amount: $196,906 
Notification Date of Funding Award: January 22, 2024 
Is this an Authorized Retroactive Grant Application/Award?  No 
(If yes, attach memo to CEO) 
Recurrence of Grant New   Recurrent   Other   Explain:  

If this is a recurring grant, please list 
the funding amount applied for and 
awarded in the past:  

Calendar Year 2023; Applied for 
$196,906; Awarded $196,906.  

Does this grant require CEQA 
findings? Yes   No   

What Type of Grant is this? Competitive    Other Type     Explain:  

County Match? Yes    Amount_____ or ______ %  
 

No   
 

How will the County Match be 
Fulfilled?  
(Please include the specific budget)  

N/A  

Will the grant/program create new 
part or full-time positions? 
 

No new position is required. 

Purpose of Grant Funds: Provide a summary and brief background of why Board of Supervisors why should accept this grant 
application/award, and how the grant will be implemented.  

 
The Unserved/Underserved Victim Advocacy & Outreach Program is supported by the Federal Victims of Crime 
Act. The program is designed to provide increased access to culturally appropriate victim services for 
unserved/underserved victims of crime. The District Attorney was awarded $196,906 to continue the program.   
 
These grant funds will be utilized to support a specialized team within Waymakers to provide victims of gang 
violence and their families with support services, which include crisis intervention, emergency assistance, 
counseling, court support, community outreach and assistance with California Victim Compensation Board 
claims. The team consists of program directors, victim advocates and coordinators to assist victims.  
 
 

Board Resolution Required?  
(Please attach document to eForm) 

 
Yes   
 

No   

Deputy County Counsel Name:  
(Please list the Deputy County Counsel that approved the 
Resolution) 

James Harman, Deputy County Counsel 

 
Attachment A

Page 17 of 20



CEO-Legislative Affairs Office 
Grant Authorization eForm  

 

Grant Authorization e-Form   

Recommended Action/Special Instructions 
(Please specify below) 
Cal OES requires the District Attorney to submit a Board Resolution.  County Counsel has reviewed and approved 
the attached Board Resolution. 
 

1. Authorize the District Attorney or his designee, to sign and execute, on behalf of the County of Orange, 
the Grant Agreement with CalOES accepting the grant award of $196,906 to continue the 
Unserved/Underserved Victim Advocacy & Outreach Program for calendar year 2024.     

2. Authorize the District Attorney, or his designee, to execute, on behalf of the County of Orange, any 
extensions or amendments that reflect the actual grant award but do not materially alter the terms of the 
grant award. 

3. Adopt the Resolution to receive funds for the Unserved/Underserved Victim Advocacy & Outreach 
Program. 

 
 
Department Contact :  List the name and contact information (telephone, e-mail) of the staff person to be contacted for further 

information. 
Matthew Pettit  (714) 347-8440 Matthew.Pettit@ocdapa.org 
 

Name of the individual attending the Board 
Meeting:  

List the name of the individual who will be attending the Board Meeting for this Grant 
Item:  

 
Matthew Pettit 
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Resolution No. _________, Item No. ______ Page 1 of 2 
Unserved/Underserved Victim Advocacy Program – 2024 

 RESOLUTION OF THE BOARD OF SUPERVISORS OF 
ORANGE COUNTY, CALIFORNIA 

February 6, 2024 

WHEREAS, the County of Orange desires to undertake its project designated “The 

Unserved/Underserved Victim Advocacy and Outreach Program” to be funded from funds made 

available through the Federal Victims of Crime Act administered by the State of California, 

Office of Emergency Services (hereafter referred to as CalOES).    

NOW, THEREFORE, BE IT RESOLVED that this Board does hereby: 

1. Find that the proposed project is exempt from CEQA pursuant to 14 C.C.R.

15061(b)(3) because it does not impose a significant effect on the environment.

2. Find that pursuant to Section 711.4 of the California Fish and Game Code, the

proposed project is exempt from the required fees as it has been determined that

no adverse impacts to wildlife resources will result from the project.

3. Authorize the District Attorney, or his designee, to sign and execute, on behalf of

the County of Orange, a Grant Award Agreement with CalOES for the

Unserved/Underserved Victim Advocacy and Outreach Program, effective from

January 1, 2024 to December 31, 2024, in the amount not to exceed $196,906.

4. Authorize the District Attorney, or his designee, to execute, on behalf of the

County of Orange, any extensions or amendments that reflect the actual grant

award but do not materially alter the terms of the grant award.

5. Assure that the County of Orange assumes any liability arising out of the

County’s performance of this Grant Award Agreement, including civil court

actions for damages.  The State of California and Cal OES disclaim responsibility

for any such liability.
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Resolution No. _________, Item No. ______ Page 2 of 2 
Unserved/Underserved Victim Advocacy Program – 2024 

6. Assure that the County of Orange will not use grant funds to supplant

expenditures controlled by the Board of Supervisors.
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PART 2   

ARTICLE VIII  MEMBERS OF THE BOARD OF SUPERVISORS, EXECUTIVE 

MANAGEMENT EMPLOYEES, BOS CHIEFS OF STAFF, EXECUTIVE 

AIDES AND EXECUTIVE ASSISTANTS TO MEMBERS OF THE 

BOARD OF SUPERVISORS, AND ELECTED OFFICIALS  

Section 5. Peace Officer Standards and Training (P.O.S.T.) Pay 

A. A full-time, regular or limited term employee in the classifications of Assistant Sheriff, 

Undersheriff, or Sheriff-Coroner, who complies with the procedure in this Section, 

shall be paid nine and a half (9.5) percent of individual base pay for all regular hours 

paid for a P.O.S.T. Management Certificate. P.O.S.T. pay shall start the first day of 

the pay period following receipt by the Department of a valid P.O.S.T. Management 

Certificate. 
 

B. The employee shall submit a P.O.S.T. Management Certificate application to the 

Department, in a format determined by P.O.S.T., with the appropriate supporting 

documentation attached to the application.  

 

DocuSign Envelope ID: 8FC8B047-9804-4514-B8AC-BA3802156EFA
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PART 2   

ARTICLE VIII  MEMBERS OF THE BOARD OF SUPERVISORS, EXECUTIVE 

MANAGEMENT EMPLOYEES, BOS CHIEFS OF STAFF, EXECUTIVE 

AIDES AND EXECUTIVE ASSISTANTS TO MEMBERS OF THE 

BOARD OF SUPERVISORS, AND ELECTED OFFICIALS  

Section 5. Peace Officer Standards and Training (P.O.S.T.) Pay 

A. A full-time, regular or limited term employee in the classifications of Assistant Sheriff, 

Undersheriff, or Sheriff-Coroner, who complies with the procedure in this Section,  

shall be paid nine and a half (9.5) percent of individual base pay for all regular hours 

paid for a P.O.S.T. Management Certificate. P.O.S.T. pay shall start the first day of 

the pay period following receipt by the Department of a valid P.O.S.T. Management 

Certificate. 
 

B. The employee shall submit a P.O.S.T. Management Certificate application to the 

Department, in a format determined by P.O.S.T., with the appropriate supporting 

documentation attached to the application.  
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AgreementAmendmentv6.4(NorthAmerica)(US)(Nov05 Page 1 of 3 
 

Microsoft Enterprise Services Work Order Amendment #4 
Work Order Number 

GVS1234-418018-525863 

This amends the Microsoft Enterprise Services Work Order identified above between the 
Customer Ablegov, Inc. and Microsoft Corporation as of the effective date identified below. 
Any terms that are used but not defined in this amendment will have the same meanings as 
in the agreement. Microsoft will perform the services described in the current Unified Support 
Services Description (“USSD”), on Partner’s behalf for Orange County District Attorney 
(“End Customer”). 

 
I. Amendment. 

Section, 1.2. Description of the Services of the Enterprise Services Work Order is hereby 
amended by adding:  
  

This Work Order covers forensic investigative services and other incident response-related services 
relating to Customer to assist Customer’s legal counsel, Baker & McKenzie, (“Counsel”), in 
providing legal advice relating to potential litigation or regulatory proceedings arising out of a 
data security incident that Customer identified on its network on or about 10/21/2023 (the 
"Event”), as directed by Counsel. All other Microsoft services not specific to the Event are excluded 
from the scope of this Work Order. Microsoft’s provision of the services is contingent upon the 
following: 

         Microsoft acknowledges that this Work Order is being procured at the 
direction of Counsel. The services provided under this Work Order are being 
requested to assist Counsel in providing legal advice in connection with 
assessment of potential legal risks and obligations, compliance with applicable 
laws, rules, or regulations, and in anticipation of litigation or regulatory inquiries 
or investigations associated with the Event. 

         It is understood by the parties that, as of the Effective Date of this Work Order, 
there is a real likelihood of litigation arising out of or in connection with the Event. 

         It is the Parties’ intention that the services performed by Microsoft under this 
Work Order will be directed by Counsel and covered by the parties’ mutual 
obligations around confidentiality and all applicable privileges and protections. No 
attorney-client relationship is created by the parties engaging in the services 
provided under this Work Order. 

         Initial findings will be presented orally to Customer and Counsel prior to the 
delivery of any interim or final written reports or findings concerning the Event. 
Reports or findings will only be provided in writing if explicitly requested by 
Counsel. All reports or findings are to be treated as the Customer's Confidential 
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Information, subject to the confidentiality obligations of the Agreement. All written 
reports or findings and other written communications (including emails) will be 
marked by the parties as “Attorney Client Privileged – Prepared at Direction of 
Counsel.” 

         A separate engagement letter for cybersecurity incident response services 
executed by Microsoft and Counsel may be required to formalize this 
arrangement. 

         All services delivered under this Work Order will be charged to and paid by 
Customer. The parties agree that Customer is solely responsible for the payment of 
all fees and/or disbursements due to Microsoft. All invoices related to this Work 
Order will be issued as payable by Customer.

 

The Microsoft Enterprise Services Work Order with Contract term dates  
4/26/2023 – 6/27/2024 (Unified Contract number 179098960) is hereby amended 
by adding the Fee Summary and Services by Support Location sections with the 
following: 
 

Fee Summary 
 

 

Package Price USD 
Enhanced Security | Cybersecurity Enhanced Solutions-Additional Week $295,070.00 

  
Total $295,070.00 

 
Services by Support Location 
 

Country: United States 
(Unified Enterprise Support) 

 190 hrs. of Service Delivery Management Extended  
 2 ea. Of Cybersecurity Incident Response - Additional Week 

 
 
Attachments 

The following documents are attached at the execution of this Work Order: 
Exhibit: Unified-DART-CybersecurityIncidentResponseExhibitv1.0(WW)(English)(Sep2021).docx. 
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II. Effect of Amendment.

Except as specifically amended by this amendment, all provisions of the agreement shall remain
unchanged and in full force and effect. When this amendment is fully executed, you will receive a
confirming copy.

Customer  

Name 

 
Signature Signature 

Printed Name Printed Name 

Printed Title Printed Title 

Signature Date Signature Date 
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Contract Summary Form 

OC Expediter Requisition #: N/A 

Ablegov, Inc. 

 

SUMMARY OF SIGNIFICANT CHANGES 

1. New Contract – No changes to specify. 

SUBCONTRACTORS 

 
This contract does not currently include subcontractors or pass through to other providers. 
  

CONTRACT OPERATING EXPENSES 

 
PAYMENT/COMPENSATION 

1. Compensation:  This is a firm-fixed fee Emergency Contract between the County and Contractor for 
Microsoft Professional Services via Microsoft DART as set forth per Emergency Contract MA-026-
24010569. 
 

The Contractor agrees to accept the specified compensation as set forth in this Contract as full 

payment for performing all services and furnishing all staffing and materials required, for any 

reasonably unforeseen difficulties which may arise or be encountered in the execution of the services 

until acceptance, for risks connected with the services, and for performance by the Contractor of all 

its duties and obligations hereunder.  The Contractor shall only be compensated as set forth herein 

for work performed in accordance with the Scope of Work.  The County shall have no obligation to 

pay any sum in excess of the Contract Terms and Conditions. County’s maximum obligation shall 

not exceed $460,081.00 for this Contract term. 

 



 
Copyright Alvaka Networks    Page 1 of 12                                

CONFIDENTIAL 
 

 
  

MASTER SERVICES AGREEMENT 
 
This Master Services Agreement (this “Agreement”) is entered into as of 10/26/2023 (the “Effective 
Date”) between Thor Solutions, Inc. d/b/a Alvaka Networks with its principal office at 2 Executive 
Circle, Suite 210, Irvine, CA  92614, (“Alvaka”) and County of Orange through its District Attorney / 
Public Administration (“Client” and together with you and Alvaka, the “Parties”) as set forth below: 
 

Contracts Accounting 
Company County of Orange through its District 

Attorney / Public Administration  

Address 300 N Flower St. 
Santa Ana, CA 92703  

Name Matt Pettit  

Phone (657) 401-7555  

Fax   

E-mail Matthew.Pettit@ocdapa.org  

  
RECITALS 

 
Alvaka is a computer consulting company.  The services that Alvaka offers relate to many 

facets of designing, assessing, implementing, managing and securing business computer and 
network systems. For this reason, Alvaka has created this Agreement to be the controlling agreement 
for all service engagements between Alvaka and Client. Alvaka’s services include network consulting 
and engineering services provided on a time and materials basis. In addition, Alvaka’s Advanced 
Network Management Services are part of Alvaka’s core business and involve the constant 
monitoring and proactive management of computer network systems. These services are designed to 
work toward the detection, diagnosis and resolution of real or potential network problems before and 
after they occur.  The Advanced Network Management Services are sometimes referred to in this 
Agreement as “Managed Services”. 

   
 For good and valuable consideration, the receipt and sufficiency of which are hereby 
acknowledged, the parties agree as follows: 
 

1. SERVICES 
 

a. Alvaka agrees to provide services as described in one or more agreed Attachments 
(the “Services”).  The initial Services to be provided under this Agreement are set forth in the 
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Attachment attached to this Agreement.  Each Attachment will define the services that Alvaka will 
provide, the duration of the Attachment, the prices charged, payment terms, and other terms and 
conditions.   

b. Services may be added or modified through a mutually executed new Attachment or
through other formal or informal means, including without limitation by purchase orders, work orders, 
project plans, letters of engagement, quotes, e-mail requests for Services, and Services requested 
through an online portal.  Alvaka is entitled to rely on requests for additional Services made by any 
Client user, including requests for on-site Services and Services outside of Regular Business Hours 
(as defined below).  In all cases, additional or modified Services will be governed by the terms of this 
Agreement.  The term “Attachment” hereunder refers to an Attachment signed by both parties, as well 
as to any other document or communication that specifies the agreed scope and fees of Services 
provided by Alvaka. 

c. Unless otherwise agreed by Alvaka in an Attachment, Services will be provided during
“Regular Business Hours”, defined as weekdays between 8:00 a.m. and 5:00 p.m. Pacific Time, 
excluding holidays on which Alvaka is closed.  Alvaka may charge a higher, premium rate for work 
done outside of Regular Business Hours.  

d. Alvaka may specify in an Attachment an estimated date for beginning the Services.
Any such estimated date is made for project planning purposes only and is not a guarantee; Alvaka 
may revise an estimated start date at any time if the assumptions upon which Alvaka relied in 
determining its initial estimate change, or if Client fails to provide required information, assistance, 
and/or decisions. 

e. For certain Managed Services (but only if expressly agreed on an Attachment), Alvaka
will maintain a centralized “Service Desk” to manage the reporting and handling of technical issues. 
Client agrees to report all technical issues to the Service Desk if such Managed Services are 
provided. The Service Desk must be contacted by Client in the manner communicated by Alvaka to 
Client from time to time.  The Service Desk is typically staffed during Regular Business Hours.  
Service Desk support after Regular Business Hours will be provided only if agreed by the parties as 
indicated on an Attachment.  Client will designate one main and one backup authorized contact for 
screening end-user requests for support and to determine level of service needed before reporting 
technical issues to the Service Desk. 

f. Alvaka does not provide warranty service (including extended warranty and
maintenance service) for any third party hardware or software unless expressly agreed in an 
Attachment by Alvaka.  Alvaka strongly recommends that Client maintain its hardware and software 
under warranty or extended warranty/maintenance (for some Services, Alvaka may require that Client 
maintain its systems under warranty or extended warranty/maintenance).  Client may request that 
Alvaka provide certain items and services that are also covered under the manufacturer’s warranty in 
order to expedite repairs to Client systems. Client is responsible for any potential impact that this may 
have on Client’s manufacturers’ warranty. 

2. CLIENT’S DUTIES AND RESPONSIBILITIES.  Client will, at its own cost:

a. Provide reasonable access for Alvaka’s personnel to information and the assistance of
informed personnel required by Alvaka to carry out the Services hereunder.  Client will cooperate with 
Alvaka in a professional and courteous manner. Client will for example reboot servers or monitoring 
agents upon request of Alvaka; if Client does not wish to perform such functions, then if necessary 
Alvaka will come on site and additional fees will apply. 
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b. Maintain sufficient bandwidth and a high speed Internet connection at the Client site(s)
to support the Services. If this is not maintained, Alvaka will not be obligated to provide the Services 
and/or may increase fees for the Services to reflect the higher cost of supporting Client.   

c. Maintain Client’s environment within all device and hardware manufacturer
recommendations, including without limitation avoiding electromagnetic interference and other 
disruptive forces, and providing proper ventilation and appropriate computer system operating 
temperatures. 

d. Acquire and maintain appropriate software licenses, unless otherwise agreed to in an
Attachment.  Upon request, Client will provide Alvaka copies of licenses and related warranties and 
support contracts. 

e. Ensure that all backups are performed and in good working order, unless Alvaka is
specifically contracted to provide this Service and agrees in an Attachment to take primary 
responsibility for this specific task. In any case Alvaka cannot be responsible for the loss of data or for 
data integrity for any reason.  If Client has concerns about the performance of its backup systems, 
Alvaka must be immediately advised in writing. 

f. Be solely responsible for the accuracy, quality, integrity, legality, reliability, and
appropriateness of all Client data, information, and materials. 

g. Comply with all applicable federal, state, local and foreign laws, rules and regulations
in connection with its use of the Services and of its IT systems.  

h. Provide all necessary information when requesting technical support.  This information
includes but is not limited to: (i) name of the end user experiencing issue; (ii) location of end user and 
computer; (iii) contact information for end user; and (iv) detailed description of the issue. 

i. If Services are performed at Client's place of business, furnish full and safe access to
Client’s office, network and systems for Alvaka’s personnel.  Client will also provide access 
cards/keys, adequate parking, internet access, and reasonable work space. Client shall notify Alvaka 
of any health or safety hazards that may exist at Client’s location and provide and/or recommend 
safety procedures to be followed.  

j. Provide any and all passwords necessary for Alvaka’s employees to perform requested
tasks.  Alvaka may request a unique administrative password for the purpose of providing ongoing 
maintenance and support of Client’s network and systems. Client acknowledges that in approving a 
unique administrative password to Alvaka and its employees that Client assumes full responsibility 
and any liability resulting from that decision, unless due to Alvaka’s willful misconduct or gross 
negligence. 

k. Client agrees not to: (1) use or allow use of the Services to provide time-sharing,
outsourcing, service bureau, or other IT services to third parties; or (2) reverse engineer, decompile, 
disassemble, modify or change any portion of software provided to Client by Alvaka in connection with 
the Services (“Software”), or attempt to do any of the foregoing. 

3. ALVAKA’S DUTIES AND RESPONSIBILITIES; EXCLUDED SERVICES.  Alvaka is
responsible only for providing the specific Services described in Attachments.   Alvaka is agreeing to 
provide the Services either off-site and/or on-site, and/or a combination thereof at Alvaka’s discretion. 
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The Services specifically described in Attachments shall be delivered to Client as described in 
Attachments.  AT NO TIME WILL ALVAKA BE RESPONSIBLE FOR PROVIDING ANY OTHER 
SERVICES, UNLESS BOTH PARTIES APPROVE THE ADDITIONAL SERVICES AND AGREE ON 
AN ATTACHMENT TO THIS AGREEMENT. 

4. FEES AND PAYMENT

a. Client shall pay Alvaka the fees and other amounts set forth in the Attachment(s).
Unless otherwise agreed on an Attachment, all setup fees and recurring fees for Managed Services 
are payable in advance of the Services.  Alvaka may in its sole discretion require that a portion or all 
amounts due for hardware and software purchases be paid in advance of Alvaka’s ordering of such 
hardware or software, and/or on a COD basis. 

b. For Services provided that are not Managed Services, unless otherwise agreed on an
Attachment, Alvaka’s standard rates will apply, with time billed in 15 minutes increment.   A 2-hour 
minimum for each matter will apply for on-site engagements.  Alvaka may, but is not required to, 
provide requested Services.  

c. Invoice terms are subject to Client being approved for credit, and Client agrees to sign
credit check authorization forms provided by Alvaka.  All invoices are due within 30 days after the date 
Client receives the invoice, unless otherwise set forth on an Attachment.  All payments under this 
Agreement shall be made in United States dollars and are non-refundable.  Late payments are 
subject to interest at the rate of 18% annually, or the maximum amount allowed by applicable law if 
lower, calculated from the date when payment becomes overdue until payment is made.  Client’s 
agreement to any Attachment constitutes a valid purchase order for the Services associated with that 
Attachment including any additional Services performed related to but outside the scope of that 
Attachment. 

d. Client agrees to pay all federal, state, local and other taxes based on this Agreement,
the Services or its use, excluding taxes based on Alvaka’s net income.  If Client claims tax-exempt 
status for any purpose in connection with this Agreement, Client represents and warrants that it is a 
tax-exempt entity and will provide Alvaka upon request with a correct copy of Client’s tax-exempt 
certification. 

e. All reimbursable expenses must be pre-approved in writing by Client.

5. AUTHORIZATION TO ACCESS CLIENT DEVICES.  Client hereby authorizes Alvaka to
access, connect to and manage Client devices via remote technologies as required for the Services 
without first contacting Client.  These activities may include, but are not limited to: (a) updating or 
changing software drivers; (b) installing and applying software patches; (c) rebooting devices for support 
purposes; (d) deleting temporary files and clearing caches; (e) starting or restarting application services; 
(f) verifying and validating data backup jobs; and (g) accessing and copying data upon Client’s specific
request.  Notwithstanding the above, Client is responsible for notifying Alvaka in advance of any
restrictions on remote access, connections or management activities.

6. INDEMNITY

a. Client shall indemnify, defend with counsel approved in writing by Alvaka, and hold
Alvaka, its officials, officers, employees, and agents (“Alvaka Indemnitees”) harmless from any claims, 
demands or liability of any kind or nature, including but not limited to personal injury or property 
damage, arising from Client’s performance pursuant to this Contract. If judgment is entered against 

Attachment C

Page 4 of 26



 
Copyright Alvaka Networks    Page 5 of 12                                

CONFIDENTIAL 
 

Alvaka and Client by a court of competent jurisdiction because of the concurrent active negligence of 
Client or Alvaka Indemnitees.  Alvaka and Client agree that liability will be apportioned as determined 
by the court. Neither party shall request a jury apportionment. Client will also indemnify, hold harmless 
and defend Client Indemnitees from any claim that Client has infringed the intellectual property rights 
of any person or entity in the course of performing under this Agreement. 

 
b. Alvaka shall indemnify, defend with counsel approved in writing by Client, and 

hold Client, the County of Orange, its selected and appointed officials, officers, employees, 
agents and those special districts and agencies which County’s Board of Supervisors acts as 
the governing Board (“County Indemnitees”) harmless from any claims, demands or liability of 
any kind or nature, including but not limited to personal injury or property damage, arising 
from or related to the services, products or other performance provided by Alvaka pursuant to 
this Contract. If judgment is entered against Alvaka and County by a court of competent 
jurisdiction because of the concurrent active negligence of County or County Indemnitees,  
Alvaka and County agree that liability will be apportioned as determined by the court. Neither 
party shall request a jury apportionment. Alvaka will also indemnify, hold harmless and 
defend County Indemnitees from any claim that Alvaka has infringed the intellectual property 
rights of any person or entity in the course of performing under this Agreement.   
 

7. WARRANTY/DISCLAIMER 
 

a. Each party warrants that it has full authority to enter into this Agreement and is not 
bound by any contractual or legal restrictions from fulfilling its obligations hereunder.  Alvaka warrants 
that the Services will be provided in a professional and workmanlike manner, using qualified 
personnel.  In the event that Client provides notice of a breach of the foregoing warranty within thirty 
(30) days after the delivery of the Services, Alvaka will, as Client’s sole and exclusive remedy, use 
reasonable commercial efforts to correct the issue at no additional charge. 

    
b. Alvaka does not warrant that the Services will be provided uninterruptedly or error-free.   

Except to the extent set forth in an Attachment, Client agrees that it has the sole responsibility for 
securing and backing up its data.  Client is solely responsible for any claims or issues relating to 
access, copying and/or deleting end users’ data performed by Alvaka at Client’s request.  ALVAKA IS 
NOT RESPONSIBLE FOR CLIENT’S FAILURE TO MAINTAIN ADEQUATE BACKUPS, NOR FOR 
THE COST OF RECONSTRUCTING DATA. ALVAKA IS CONSULTING WITH CLIENT AND 
ANALYZING CLIENT’S COMPUTER SYSTEM AND MAKING RECOMMENDATIONS BASED 
UPON ITS MONITORING AND INSPECTION OF CLIENT’S SYSTEMS THAT IS LIMITED IN 
SCOPE.  ALVAKA DOES NOT WARRANT THAT AS A RESULT OF THE MONITORING OR 
LIMITED INSPECTION, IT WILL IDENTIFY ALL OF THE POTENTIAL PROBLEMS OR ISSUES 
WITH CLIENT’S SYSTEMS, NOR DOES ALVAKA WARRANT THAT ITS RECOMMENDATIONS 
WILL REMEDY ALL PROBLEMS OR ISSUES THAT CLIENT  MAY ENCOUNTER.  EXCEPT AS 
EXPRESSLY SET FORTH IN THIS AGREEMENT, ALVAKA AND ITS SUPPLIERS MAKE NO 
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY IMPLIED 
WARRANTIES OF MERCHANTABILITY; FITNESS FOR A PARTICULAR PURPOSE; OR ANY 
WARRANTIES ARISING AS A RESULT OF CLIENT USAGE IN THE TRADE OR BY COURSE OF 
DEALING.   
 

c. Alvaka’s and its suppliers’ liability to Client for damages of any nature shall not exceed the 
total charges paid or payable for Services rendered by Alvaka during the most recent three (3) 
calendar months under the terms of this Agreement.  Under no circumstances will Alvaka be liable for 
any incidental, indirect, special or consequential damages of any kind whatsoever, including, but not 
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limited to, lost profits, down time, removal and reinstallations, costs arising out of or relating to 
Alvaka’s systems inspection and analysis of the computer systems.  Without limiting the foregoing, in 
no event is Alvaka liable for any systems related to medical devices, other life-saving devices, real 
time controls for critical processes, or other systems the failure of which might cause injury or death, 
including any interface to any such systems.   
 

8. TERM; TERMINATION 
 
a. This Agreement is effective beginning the Effective Date and continues until terminated as 

set forth in this Agreement.  Each Attachment will specify the term for such Attachment. 
 
b. Client may terminate the Agreement or an Attachment for any or no reason with at least 90 

days written notice to Alvaka; provided that certain Attachments or Services may be non-cancellable 
by Client, as set forth in the Attachment.  On the effective date of any termination under this Section, 
Client shall: 
 

i. Return to Alvaka or erase any and all Software installed on Client’s computer system; 
 

ii. Pay all bills incurred through the effective date of the termination on or before the date 
of termination; 

 
iii. Return any and all documentation and equipment left by Alvaka with Client; 

 
iv. Pay the prorated price for the duration of the term for the Attachment(s) terminated, for 

the amount of any monetary incentive granted by Alvaka to Client therein.  For 
example, if Client enters into an Attachment with a three-year term, and Alvaka, as an 
incentive to Client, installs Software without charge, and if the installation charge would 
normally be $300.00 and the Client terminates the Agreement after two years, Client 
must repay $100.00; 

 
Also, Alvaka may set a price for a Service based on the duration of the Attachment.  In 
the event of an early termination of such Attachment, Client shall pay Alvaka the price 
differential.  For example, if the price of a certain service is $1,000.00 per month for an 
Attachment with a term of three years, and the Client terminates the Attachment after 
two years and the monthly price of the service for a two-year term is $1,200.00, the 
amount repaid would be as follows:  $200.00 monthly price differential x 24 months = 
$4,800.00. 
 
Client acknowledges that the payments in this subsection are not penalties but reflect 
the additional discovery and other work provided by Alvaka during the initial part of the 
term of any Attachment for which Alvaka is not fully compensated. 

 
c. Alvaka may terminate this Agreement or an Attachment for any or no reason with at least 

90 days’ notice to Client. 
   
d. A party may terminate this Agreement or an Attachment if the other party materially 

breaches this Agreement or such Attachment and fails to cure such breach within 30 days after 
written notice of the material breach.  In addition, Alvaka may suspend providing Services under this 
Agreement if Client breaches this Agreement and does not cure such breach within 10 days after 
written notice. 
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e. Sections 6, 7, 10. 11 and 13 of this Agreement shall survive termination or expiration of
this Agreement. Termination of this Agreement will not affect any accrued rights or liabilities of either 
party. 

f. Upon termination for any reason, upon Client’s reasonable request, Alvaka will assist
Client in the orderly termination of Services, including knowledge transfer to another designated 
provider, data migration, and equipment removal.  Client agrees to pay Alvaka on a time and 
materials basis, at Alvaka’s then-current rates, for such transition assistance. 

9. ALVAKA EQUIPMENT

a. Client agrees that Alvaka may in support of the Services deliver certain Alvaka Equipment
to Client and install such Alvaka Equipment on Client premises.  “Alvaka Equipment” means any 
equipment provided by Alvaka to Client in support of Alvaka Services, including but not limited to 
network management appliances (NMAs), firewall appliances, backup devices, SSL VPN appliances, 
and data protection devices. 

b. The Alvaka Equipment is and at all times shall remain the sole and exclusive property of
Alvaka and Client agrees that it does not become an owner of any Alvaka Equipment because of the 
payments provided for in this Agreement.  Upon termination of this Agreement, subject to any 
applicable laws or regulations, Alvaka may, but is not required to, retrieve any associated Alvaka 
Equipment not returned by Client as required below.  Client agrees to pay any expense incurred by 
Alvaka in any retrieval of the unreturned Alvaka Equipment.  Alvaka will not be deemed to have 
"abandoned" the Alvaka Equipment if it does not retrieve such equipment.  Alvaka shall be entitled to 
seek injunctive relief to enforce its rights with respect to the Alvaka Equipment. 

c. Client agrees to provide Alvaka and its authorized agents access to Client premises on a
24 x 7 basis upon reasonable notice during the term of this Agreement and after its termination to 
install, connect, inspect, maintain, repair, replace, or disconnect or remove the Alvaka Equipment, to 
install associated software, and to conduct an audit of the Alvaka Equipment.  

d. Alvaka shall have the right to upgrade, modify and enhance Alvaka Equipment and
associated software from time to time through "downloads" from Alvaka’s network or otherwise. 

e. Client agrees that, if this Agreement is terminated, Client has no right to possess or use
the Alvaka Equipment.  Client agrees to arrange for the return of Alvaka Equipment to Alvaka, in the 
same condition as when received (excepting ordinary wear), upon termination of the Agreement. 
Alvaka may charge Client a continuing monthly fee until any outstanding Alvaka Equipment is 
returned, collected by Alvaka or fully paid for by Client.   

f. Client will not, nor will allow others to: (i) open, alter, misuse, tamper with or remove the
Alvaka Equipment as and where installed by Alvaka, or (ii) use Alvaka Equipment in any manner 
contrary to this Agreement, or (iii) remove any markings or labels from the Alvaka Equipment 
indicating Alvaka ownership or serial or identity numbers.  Client will reasonably safeguard the Alvaka 
Equipment from loss or damage of any kind, including accidents, breakage or fire, and will not permit 
anyone other than an authorized representative of Alvaka to perform any work on the Alvaka 
Equipment. Nothing in this Agreement shall prevent Alvaka from enforcing any rights it has with 
respect to theft or unauthorized tampering of Alvaka Equipment under applicable law. 

g. Client agrees to pay Alvaka liquidated damages as reasonably determined by Alvaka for
the replacement cost of the Alvaka Equipment without any deduction for depreciation, wear and tear 
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or physical condition of such Alvaka Equipment if (i) Client tampers with, or permit others to tamper 
with, Alvaka Equipment, (ii) the Alvaka Equipment is destroyed, lost, or stolen, whether or not due to 
circumstances beyond Client’s reasonable control, or (iii) the Alvaka Equipment is damaged 
(excluding equipment malfunction through no fault of Client) while in Client possession, whether or not 
due to circumstances beyond Client’s reasonable control.  Client agrees to return any damaged 
Alvaka Equipment to Alvaka.  Notwithstanding the above, Client shall not be required to pay liquidated 
damages to Alvaka if the damage or destruction of the Alvaka Equipment arises out of the acts or 
omissions of Alvaka or its agents, employees or subcontractors. 

10. CONFIDENTIALITY

a. “Confidential Information” means any business or technical information or data that is
disclosed by one party to the other party pursuant to this Agreement.  Confidential Information does 
not include information that:  (a) is or becomes publicly known or available without breach of this 
Agreement; (b) is received by a receiving party from a third party without breach of any obligation of 
confidentiality; or (c) was previously known by the receiving party as shown by its written records.   

b. A receiving party agrees: (a) to hold the disclosing party’s Confidential Information in
confidence; (b) not to, directly or indirectly, use, disclose, copy, transfer or allow access to the 
Confidential Information, except to its employees who have a need to know such information for the 
purpose of this Agreement; and (c) to protect the disclosing party’s Confidential Information with the 
same degree of care that it uses to protect its own Confidential Information, no less than a reasonable 
standard of care.  A receiving party may disclose Confidential Information of the disclosing party as 
required by law or court order; in such event, such party shall inform the other party as soon as 
practicable, prior to any such required disclosure.   

c. Each party acknowledges and agrees that any violation of this Section may cause such
party irreparable injury for which such party would have no adequate remedy at law, and that such 
party shall be entitled to seek preliminary and other injunctive relief against the other party for any 
such violation.  Such injunctive relief shall be in addition to, and in no way in limitation of, all other 
remedies or rights that such party may have at law or in equity. 

d. Upon the termination or expiration of this Agreement, the receiving party will return to the
disclosing party or destroy all the Confidential Information delivered or disclosed to the receiving 
party, together with all copies in existence thereof at any time made by the receiving party; provided 
that, with respect to electronic images of Confidential Information, the receiving party’s obligations 
shall be limited to using commercially reasonable efforts to delete those electronic images from local 
desktop computer document storage systems and active files on servers but shall not extend to 
receiving party’s routine information systems backup or document retention programs. 

11. INTELLECTUAL PROPERTY

a. Client agrees that Alvaka and its third party licensors and suppliers own all right, title and
interest, including but not limited to copyright, patent, trade secret, and all other intellectual property 
rights, in the Services and the Software (including but not limited to the look and feel, algorithms, 
documentation format, database structures, methodologies, and know-how associated with the 
Services and the Software) and any and all copies and Updates.  Alvaka reserves all rights to the 
Services and the Software not specifically granted herein. 

b. Alvaka and/or third parties may provide software in connection with the Services. Client
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may use any supplied Software only in support of the Services provided by Alvaka.  All such software 
is licensed to Client subject to the terms and conditions of an end user license agreement ("EULA") 
which is typically provided as either a document accompanying such software or an on-screen 
dialogue accepted during initial use of such software. Client represents to Alvaka that it will abide by 
the terms and conditions of any EULA associated with any software provided to Client with any 
Services.   
 

 
12. NETWORK SECURITY.   Alvaka has not been retained, unless specified in a separate 

Network Security Attachment, to provide recommendations concerning the security of any Client 
network or system.  Any changes made to a Client network or system may have direct or indirect 
impacts that are negative to its security.  Alvaka Networks cannot possibly anticipate every possible 
reaction due to such changes.  Client is solely responsible for periodically testing its security to make 
sure it meets the requirements of its security policy.  Under no circumstances does Alvaka guarantee 
or certify the prior, current or future integrity of the security of any Client network or system. 
 

13. PERSONNEL 
 
a. The parties recognize that each party has made substantial investments in hiring, training 

and retention of its respective personnel and agree that neither party will retain for consultation or 
employment, the employees of the other party (or former employees employed within the prior two (2) 
years) during the term of this Agreement or for a period of two (2) years following termination of this 
Agreement, unless otherwise agreed to in writing by both parties.  In the event that Alvaka agrees in 
writing to any such hiring, then, Client will pay Alvaka a fee equal to the greater of: (1) such 
employee’s most recent annual salary and bonus and (2) the salary and bonus offered to such 
employee by Client. Client agrees that this fee is fair and not excessive. 
 

b. Client agrees that the employees of Alvaka performing services under the terms of the 
Agreement are highly trained computer technicians/engineers.  Client further recognizes that the 
knowledge and training of Alvaka's employees include trade secret information and technology of 
Alvaka.  Client further understands that hiring Alvaka employees would be disruptive to Alvaka's ability 
to carry on its business.  The parties agree, therefore, that in the event of a breach of this Section, 
injunctive relief would be appropriate in view of the inadequacy of damages or other legal remedies, 
without limiting any other damages or remedies available under this Agreement or in law or equity.  

 
14. MISCELLANEOUS 
 
a.  Alvaka reserves the right to engage subcontractors to perform Services under this 

Agreement.  
 
b. No term, condition or provision set forth herein shall be deemed waived by either party or 

any breach thereof excused by either party unless such waiver or excuse shall be in writing signed by 
an authorized representative of the party waiving the breach of the condition or provision.  No consent 
by either party or waiver of any breach by either party shall constitute a consent to, waiver of, or 
excuse for any other subsequent breach of any type whatsoever by the other party. 
 

c. In the event of any conflict between the terms and conditions of a Purchase Order issued 
by Client and Alvaka's Statement of Work (SOW), or Master Services Agreement (MSA), the terms 
and conditions of Alvaka's SOW and MSA shall prevail. Alvaka's acceptance of the Purchase Order 
does not constitute acceptance of any terms or conditions that conflict with or modify Alvaka's SOW or 
MSA. Any changes to Alvaka's SOW or MSA must be mutually agreed upon in writing by both parties. 
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d. Alvaka shall not be liable for any delay in performance under this Agreement caused by
any Act of God, or any other cause beyond its reasonable control. 

e. Any notice under this Agreement shall be in writing and delivered to the addresses listed
on the first page of this Agreement either:  (i) by personal delivery; (ii) by certified mail; or (iii) by 
nationally recognized overnight courier, and shall be effective upon receipt. 

f. Alvaka and Client agree that this Agreement shall be modified only by written agreement
duly executed by persons authorized to execute documents on behalf of Alvaka and Client. 

g. Client acknowledges and agrees that this Agreement along with the Attachments is the
complete and exclusive statement of the mutual understanding of the parties, and that this Agreement 
along with the Attachments supersedes and cancels all previous written and oral agreements and 
communications relating to the subject matter of this Agreement. 

h. This Agreement shall be deemed to have been made in, and shall be construed, pursuant
to the laws of the State of California, without regard to its conflicts of laws rules. 

i. This paragraph has been intentionally deleted.

j. Any controversy or claim arising out of or relating to this Agreement shall be settled by
arbitration conducted in accordance with the then current Rules of the American Arbitration 
Association, strictly in accordance with the terms of this Agreement and the substantive law of the 
State of California.  The arbitration shall be held at the office of the American Arbitration Association in 
Los Angeles, California.  The judgment and award rendered by the arbitrator may be entered and 
enforced in any court of competent jurisdiction.  Neither party shall institute a proceeding hereunder 
until that party has furnished to the other party, by registered mail at least fifteen (15) days prior 
written notice, of its intent to do so. 

k. If any part of this Agreement shall be adjudged invalid by any court of competent
jurisdiction, that judgment shall not affect or nullify the remainder of this Agreement and its effect shall 
be confined to the part immediately involved in the controversy adjudged. 

l. Neither party may assign this Agreement without the prior written consent of the other
party; provided that either party may assign this Agreement without consent to a party’s successor in 
connection with the sale of all or substantially all of such party’s business or portion of such party’s 
business to which this Agreement relates, whether by means of a sale of assets, sale of stock or other 
equity interest, or merger or other consolidation.  This Agreement and all Attachments are binding on 
and inure to the benefit of the parties’ successors and permitted assigns, and each party agrees to 
ensure that its successors and permitted assigns agree to be bound by the terms of this Agreement 
and all Attachments. 

m. Alvaka may include Client’s name and logo in a list of Alvaka clients and as a user of the
Services in its marketing materials. 

n. The parties are independent contractors, and nothing in this Agreement shall be construed
as creating a joint venture, partnership, agent or employment relationship between Alvaka and Client. 

o. Client acknowledges and agrees that the Alvaka Equipment, and all other software,
technical information, or technology provided pursuant to this Agreement may be subject to 
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restrictions and controls imposed by the United States Export Administration Act and the regulations 
thereunder (or the regulations and laws of another country).  Client agrees not to export or re-export 
the Equipment, or any related technology into any country in violation of such controls or any other 
laws, rules or regulations of any country, state or jurisdiction. 

 
p. The parties agree that this Agreement and all Attachments may be submitted and signed 

electronically by digital signatures or other electronic manifestation of acceptance.  Such signatures 
will be fully binding on the parties, in the same manner as if physically signed and submitted by a 
party.  Each party waives any objection that its digital signatures and acceptances are not valid. 
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“MASTER SERVICES AGREEMENT” 
Signature Page 

 
 

 
 

IN WITNESS WHEREOF, the parties have executed this Agreement effective as of the 
Effective Date. 

 

Alvaka Networks Client 

By:    By:   

Name:    Name:   

Title:    Title:   

Date:    Date:  
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Statement of Work (SOW) 

 

Title:  Containment and Restoration - Phase 1 

Client:  County of Orange through its District Attorney / Public Administration 

Consultant:  Alvaka 

Counsel:  Baker McKenzie 

Investigator:  KPMG 

Negotiator:  TBD 

Date:  10/27/2023 

This Statement of Work is entered into by Client, Counsel and Consultant and 
incorporates herein by reference Master Service Agreement executed between Client 
and Consultant.   

Attorney-Client Privilege:  Consultant shall perform the Professional Services 
described herein at Counsel’s direction and in accordance with Counsel’s instructions 
in anticipation of litigation and/or regulatory proceedings and subject to the 
attorney-client privilege and work product doctrine.  Consultant further understands 
information and materials Counsel and/or Client provide Consultant will be developed 
in anticipation of litigation and/or regulatory proceedings protected by the attorney-
client privilege and/or the work product doctrine.  Consultant agrees to treat such 
materials as confidential and subject to privilege.   

Background:  Consultant’s policy is to advise our clients in writing of our 
understanding as to the scope of requested services and ask them to confirm their 
understanding is the same as ours. 

Consultant agrees to consult with Counsel as directed to plan, design, implement, 
and/or manage the restoration of Client’s systems.  Client and Counsel determines 
the level of our involvement. 

Current Situation: Client has experienced a security incident and systems are not 
operational.   

Objective:  Assist Client and Counsel to provide Incident Response advisory 
services.  If directed, contain the threat, restore system functionality and support the 
forensic investigation as directed by Counsel. 

Scope:  Consultant will perform Professional Services, including but not limited to: 

PHASE 1 

 Provide Incident Response advisory services related to Containment and 
Restoration. 

 Scope additional services as appropriate. 

 Provide Project Management for Consultant’s work under this SOW. 

OPTIONAL WORK TO BE PERFORMED AS DIRECTED 

 Discover and reconfigure firewall rules to support remote access by 
Consultant and secure internet access by select Client users. 
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 Discover systems inventory, including applications and data as necessary to 
support the containment and restoration efforts. 

 Provide Alvaka Rescue Kits™, hardware appliances consisting of restoration 
tools, and additional compute, storage and memory placed on-site to facilitate 
the restoration effort. 

 Assess viability of Client’s backups. 

 Assess health of Active Directory Domain Controllers. 

 Perform Containment tasks as specified by Investigator. 

 Deploy EDR agents to support Investigator’s Incident Response and mutual 
containment efforts. 

 Support Investigator’s data collection efforts. 

 Backup, restore, and decrypt data in coordination with Client, Investigator, 
and Negotiator. 

 Recover critical systems and applications in priority order. 

 Recover Workstations. 

 Provide ad-hoc support related to the restoration work performed under this 
SOW.  

 Perform additional services as directed.  (Please note this task is intended to 
provide flexibility for Client to request minor deviations related to this Phase 
that frequently arise while performing work.  Material deviations are outside 
the Scope of this Phase and may be addressed in subsequent Phases or 
Change Orders as directed.) 

 Develop additional Statements of Work as directed. 
 
PHASE 2 – Additional Professional Services as appropriate and directed by Client.  
The Budget does not include an estimate for the fees associated with this Phase. 

Project Management:  The Project Management function will be performed by 
Consultant. 

Exclusions:  The following work can be performed, but is out of scope of this SOW.  

 Work related to upgrading or improving the IT environment versus 
remediating and restoring its functionality to its state prior to the security 
incident. 

 Formal or “as-built” systems documentation for work performed by Alvaka 
Networks and/or additional items as directed by client. 

Schedule & Duration:  Work will start upon full execution of the SOW and Master 
Services Agreement.  The work is estimated to take 1 to 2 calendar weeks to 
complete. 

Location:  Work will be primarily performed remotely from Consultant’s offices and 
if required, onsite as mutually agreed by the parties.  

Deliverables:  Given the accelerated timeframe, formal system or as-built 
documentation will not be provided in phase 1.  Communications will be provided 
verbally and by e-mail under attorney client privilege.  
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Status and Budget Reporting:  Consultant will report work progress and budget 
status on a regular basis, initially 3 times per week with frequency to be mutually 
determined thereafter.   

Completion Criteria:  The project will be complete when the tasks are performed or 
the estimated budget is exceeded, whichever comes first.  

Assumptions & Prerequisites:   

 Consultant may utilize imaging and/or scripting technologies for software 
configuration deployment. 

 Client has virtual hosts available at each of the offices at which software 
deployment will be performed. 

 Consultant engineers will have full access to facilities, systems, adequate 
connectivity, staff, outside consultants and vendors as required.   

 All required software licensing and media is available. 

 The system elements are licensed for the necessary features to support the 
intended functionality. 

 Manufacturer support is available for all systems in scope of this work. 

 Client staff is available on-premise at the location of the restoration 
environment and is responsible for placing the Alvaka Rescue Kits™. 

 
Billing Rates:  Consultant will provide service at the following hourly rates.   

Role Hourly Rate 

Senior Case Manager $425.00 

Incident Response Coordinator $425.00 

Senior Systems Architect $375.00 

Senior Network Engineer $375.00 

Senior Project Manager $350.00 

On-site Level 2 Engineer – United States $375.00 

Overtime:  Overtime rate multipliers are waived. 

Restoration and Containment Acceleration Technologies:  Consultant leverages 
its tools and NOC-based services to reduce business interruption and 
containment as well as the level of billable effort.  Please note that Client 
will not be charged for technologies not utilized. The following line items are 
licensing only. The effort for deployment and utilization of these tools is charged at 
the rates as defined above. 

 RESCUE Kit™:  Consultant will provide Alvaka Rescue Kits, appliances that 
include computing and storage resources, software IOS images, backup software, 
vulnerability scanning software, asset discovery software, remote access 
software, and proprietary tools and scripts that accelerate the systems 
restoration process. 

Alvaka RESCUE Server rental - $3,000.00 per Server per 30-day increment 

Alvaka RESCUE 32TB SAN rental - $3,000.00 per 30-day increment 
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Alvaka RESCUE 96TB SAN rental - $5,000.00 per 30-day increment 

Alvaka RESCUE Firewall rental - $3,000.00 per Firewall per 30-day increment 

Alvaka RESCUE Kit HyperVault 2.0 rental, consisting of increased compute 
capacity, 45TB integrated storage, firewall, network switch, and UPS - 
$16,000.00 per 30 day increment. 

Please note that all RESCUE Kits listed above may not be required.  Client 
will not be charged for RESCUE Kits not delivered. 

Client is responsible for timely return of equipment at the conclusion of the work 
and replacement cost if not returned. 

Expenses for expedited “Next Day Air” shipping to Client site, Standard Ground 
shipping for return, and insurance will be charged at actual cost as incurred.  If 
same-day delivery is requested, 3rd-party Courier expenses may apply.  Courier 
expenses for same-day delivery to destinations outside of Southern California 
range from $3,000 to $5,000 due to the cost of same-day airline bookings and 
overnight travel. 

 Network & Systems Monitoring:  Consultant may, with Client approval, 
leverage its ODIN 360 Enterprise Systems Monitoring platform to provide real-
time visibility, monitoring, and alerting of Critical Devices to facilitate and 
accelerate the containment and restoration workstreams.  Critical Devices include 
servers, firewalls, core switches, and storage devices. 

Up to 25 Critical Devices - $1,000.00 per 30-day increment 

Litigation Support:  To the extent Consultant is requested to provide any written 
testimony or reports relating to its work, such additional services will be provided at 
Consultant’s standard applicable hourly rates as listed above. However, any trial 
prep, oral testimony at deposition, a hearing or trial will be provided at 1.5 times 
such rates plus any applicable travel time (at regular rates), travel, car rental, meals 
and accommodations, and out of pocket expenses incurred. 

Expenses:  All pre-approved expenses shall be invoiced to Client at the conclusion 
of each week with Time & Materials invoices. 

Budget:  $75,000.  This is not a Fixed Fee Project.  The work will be performed on a 
“Time & Materials” basis.  Often, new information is discovered after work has 
commenced.  Therefore, this estimate is subject to revision in the event of material 
changes to the Scope of Work.  Upon consuming 80% of budget, Consultant will 
notify Client and Counsel.  Consultant may not, and will not, exceed the budget 
without written approval.  Delay in such approval may require work pause in order to 
meet this commitment to Client. 

Retainer:  Waived. 

Progress Payments:  Progress payments for actual work performed will be invoiced 
on a weekly basis.  Progress payments are due upon receipt.  Failure to remit 
progress payments on a timely basis may result in a pause in work.  Client shall be 
solely responsible for timely payment of fees and expenses and such fees and 
expenses are not contingent upon insurance carrier coverage or reimbursement.  
Counsel will not be responsible for the payment of fees or expenses under any 
circumstances.    
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Credit Limit:  $200,000. The Credit Limit represents the maximum outstanding 
balance of invoices that the Client may have at any given time.  Client agrees to 
monitor and manage their outstanding invoices to ensure compliance with the Credit 
Limit. It is the Client's responsibility to make timely payments to Consultant to avoid 
exceeding the Credit Limit.  In the event that the Client's outstanding invoices 
exceed the Credit Limit, Consultant reserves the right to take appropriate actions, 
which may include but are not limited to the following: 

 Ceasing the provision of goods or services until the outstanding balance is 
reduced below the Credit Limit. 

 Requesting immediate payment of the excess amount to bring the 
outstanding balance within the Credit Limit. 

 Adjusting the Credit Limit as deemed necessary by Consultant, subject to 
mutual agreement between Consultant and Client. 

Factors Contributing to Variations in Fees:  Certain information is unknown that 
may affect the level of effort required to perform the scoped tasks. 

 Non-virtualized physical servers.  The level of effort to restore physical 
servers is higher than for virtualized servers due to increased time for 
provisioning and hardware-specific software configurations and compatibility 
issues.  

 Viability of backups.  The level of effort and calendar duration required to 
decrypt data and restore systems using keys provided by a criminal threat 
actor are greater than when backups are viable. 

 Availability of Client IT Staff and vendors to work extended hours on a 
sustained basis.  System restoration work frequently requires an intensive 
initial 7x24 effort to meet Client restoration objectives.   

 Onsite work. In some cases, Alvaka must place engineering resources onsite 
to augment Client’s IT staff or for work that cannot be performed remotely.  
However, Alvaka generally seeks to minimize use of onsite resources due to 
travel expenses, delays, and the inability to work around the clock while 
onsite. 

 Decryption challenges.  Decryption tools provided by criminal threat actors 
can be unreliable.  They may require time-consuming efforts for multiple 
restarts as well as custom script development to increase the percentage of 
data successfully restored. Data that was corrupted prior to or during an 
encryption event will decrypt to a corrupted state and may require additional 
effort to reindex or “uncorrupt”. 

 State of the IT environment.  The level of effort to restore systems and data 
is affected by the state of the overall environment and individual devices prior 
to the Security Incident.  In particular, deferred maintenance, lack of 
computing resource capacity, and lack of automated systems management 
capabilities can significantly increase the level of effort required. 

 Workstation restoration requirements.  The effort to decrypt or “wipe and 
reload” a fleet of workstations can vary and be very high, particularly if End-
User does not have a functional automated method for doing so.  Currently, 
unknown factors include quantity of workstations to be redeployed, quantity 
of workstation configurations to be accommodated, quantity of sites at which 
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software deployment will be performed, viability of specific hardware to be 
reimaged or otherwise restored, and user personalization requirements. 

 Lack of manufacturer support.  The effort to restore and protect systems that 
are no longer supported by their respective manufacturers generally exceeds 
that for supported systems.  In many cases, current security remediation 
measures cannot be deployed to out-of-date systems and compensating 
measures must be implemented.  

 Systems changes made prior to engagement.  Changes to systems made by 
Client in response to the incident prior Consultant’s engagement may increase 
the level of effort and/or reduce the chances of successful restoration. 

COVID-19:  Due to the special circumstances of Covid-19 limitations, CDC 
recommendations, and civil unrest, there may be limitations on the ability to place 
professionals onsite, and resources, illness, and lack of access may impact remote 
service delivery capabilities. Typical activity and protocols such as device handling, 
installation of software and other remediation efforts may take more time to account 
for Covid-19 protection efforts. Any suspected or verified outbreak among staffers or 
those they come in contact with may require work stoppage or substantially delay 
efforts in progress.  Client recognizes these potential limitations and the delays in 
service delivery that may occur as a result. Client further agrees that any such delay 
does not relieve Client of obligations for work already performed. 

The situation is fluid and Consultant is unfamiliar with the environment. 
Client intends to make significant changes to its environment in an 
accelerated time frame.  Client does not have the luxury of time to 
methodically design, plan, test, and deploy changes as is standard practice 
for IT Infrastructure integration work.  Therefore, the risks associated with 
configuration changes are magnified, including the risk of outage, 
misconfiguration, data loss, ineffective security configurations, inefficient 
use of resources, and duplicative efforts.  Consultant will take commercially 
reasonable efforts to reduce the level of risk, but cannot guarantee to 
deliver an error-free or optimal result.  In particular, the time allocated to 
perform the initial SOW may not be sufficient to fully address or complete 
the scoped tasks.   

Successful decryption of data utilizing keys and tools provided by criminal 
threat actors is not guaranteed.  Data that was corrupted prior to or during 
the encryption event will decrypt to a corrupted state and may be 
unrestorable.  100% restoration of all encrypted data is rarely achieved. 

Prevention of future attacks by criminal threat actors is not guaranteed.  
While implementation of the Containment Plan reduces the risk of a 
successful future attack, it cannot be completely eliminated.  In particular, 
Client’s decision to forgo certain Containment actions will result in their 
associated risks not being mitigated.  However, even with full 
implementation of the Containment Plan, prevention of future attacks 
cannot be guaranteed. 

Consultant will take commercially reasonable efforts to meet Client’s 
requirements, including working overtime, but cannot guarantee that Client 
will achieve its objectives.  Payment in full of Consultant’s fees is not 
subject to a “performance guarantee”, nor contingent upon Client receiving 
a satisfactory outcome, nor contingent upon coverage of the fees by a 
cyber-liability or other insurance carrier.  
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This SOW is an attachment to the Master Services Agreement. 
Accepted:  

Consultant Client 

By:    By:   

Name:    Name:   

Title:    Title:   

Date:    Date:  

Counsel  

By:    

Name:    

Title:    

Date:    
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Statement of Work (SOW) 

Title:  Containment and Restoration - Phase 2 

Client:  County of Orange through its District Attorney / Public Administration 

Consultant:  Alvaka 

Counsel:  Baker McKenzie 

Investigator:  KPMG / Microsoft DART 

Negotiator:  N/A 

Date:  11/3/2023 

This Statement of Work is entered into by Client, Counsel and Consultant and 
incorporates herein by reference Master Service Agreement executed between Client 
and Consultant.   

Attorney-Client Privilege:  Consultant shall perform the Professional Services 
described herein at Counsel’s direction and in accordance with Counsel’s instructions 
in anticipation of litigation and/or regulatory proceedings and subject to the 
attorney-client privilege and work product doctrine.  Consultant further understands 
information and materials Counsel and/or Client provide Consultant will be developed 
in anticipation of litigation and/or regulatory proceedings protected by the attorney-
client privilege and/or the work product doctrine.  Consultant agrees to treat such 
materials as confidential and subject to privilege.   

Background:  Consultant’s policy is to advise our clients in writing of our 
understanding as to the scope of requested services and ask them to confirm their 
understanding is the same as ours. 

Consultant agrees to consult with Counsel as directed to plan, design, implement, 
and/or manage the restoration of Client’s systems.  Client and Counsel determines 
the level of our involvement. 

Current Situation: Client has experienced a security incident and systems are 
partially operational.  Budget for Phase 1 has been depleted. 

Objective:  Assist Client and Counsel to provide Incident Response advisory 
services.  If directed, contain the threat, restore system functionality and support the 
forensic investigation as directed by Counsel. 

Scope:  Consultant will perform Professional Services, including but not limited to: 

PHASE 1 

 Provide Incident Response advisory services related to Containment and 
Restoration. 

 Provide ongoing support for forensic efforts. 

 Provide Consulting on MFA implementation. 

 Complete DC replacement & testing. 

 Implement Containment recommendations as provided by Investigators. 

 Scope additional services as appropriate. 
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 Provide Project Management for Consultant’s work under this SOW. 

OPTIONAL WORK TO BE PERFORMED AS DIRECTED 

 Provide ad-hoc support related to the restoration work performed under this 
SOW.  

 Perform additional services as directed.  (Please note this task is intended to 
provide flexibility for Client to request minor deviations related to this Phase 
that frequently arise while performing work.  Material deviations are outside 
the Scope of this Phase and may be addressed in subsequent Phases or 
Change Orders as directed.) 

 Develop additional Statements of Work as directed. 

PHASE 2 – Additional Professional Services as appropriate and directed by Client.  
The Budget does not include an estimate for the fees associated with this Phase. 

Project Management:  The Project Management function will be performed by 
Consultant. 

Exclusions:  The following work can be performed, but is out of scope of this SOW. 

 Work related to upgrading or improving the IT environment versus 
remediating and restoring its functionality to its state prior to the security 
incident. 

 Formal or “as-built” systems documentation for work performed by Alvaka 
Networks and/or additional items as directed by client. 

Schedule & Duration:  Work will start upon full execution of the SOW and Master 
Services Agreement.  The work is estimated to take 2 to 4 calendar weeks to 
complete. 

Location:  Work will be primarily performed remotely from Consultant’s offices and 
if required, onsite as mutually agreed by the parties.  

Deliverables:  Given the accelerated timeframe, formal system or as-built 
documentation will not be provided in phase 1.  Communications will be provided 
verbally and by e-mail under attorney client privilege.  

Status and Budget Reporting:  Consultant will report work progress and budget 
status on a regular basis, initially 3 times per week with frequency to be mutually 
determined thereafter.   

Completion Criteria:  The project will be complete when the tasks are performed or 
the estimated budget is exceeded, whichever comes first.  

Assumptions & Prerequisites:  

 Consultant may utilize imaging and/or scripting technologies for software 
configuration deployment. 

 Client has virtual hosts available at each of the offices at which software 
deployment will be performed. 

 Consultant engineers will have full access to facilities, systems, adequate 
connectivity, staff, outside consultants and vendors as required.   

 All required software licensing and media is available. 
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 The system elements are licensed for the necessary features to support the 
intended functionality. 

 Manufacturer support is available for all systems in scope of this work. 

 Client staff is available on-premise at the location of the restoration 
environment and is responsible for placing the Alvaka Rescue Kits™. 

Billing Rates:  Consultant will provide service at the following hourly rates.  

Role Hourly Rate 

Senior Case Manager $425.00 

Incident Response Coordinator $425.00 

Senior Systems Architect $375.00 

Senior Network Engineer $375.00 

Senior Project Manager $350.00 

On-site Level 2 Engineer – United States $375.00 

Overtime:  Overtime rate multipliers are waived. 

Restoration and Containment Acceleration Technologies:  Consultant leverages 
its tools and NOC-based services to reduce business interruption and 
containment as well as the level of billable effort.  Please note that Client 
will not be charged for technologies not utilized. The following line items are 
licensing only. The effort for deployment and utilization of these tools is charged at 
the rates as defined above. 

 RESCUE Kit™:  Consultant will provide Alvaka Rescue Kits, appliances that 
include computing and storage resources, software IOS images, backup software, 
vulnerability scanning software, asset discovery software, remote access 
software, and proprietary tools and scripts that accelerate the systems 
restoration process. 

Alvaka RESCUE Server rental - $3,000.00 per Server per 30-day increment 

Alvaka RESCUE 32TB SAN rental - $3,000.00 per 30-day increment 

Alvaka RESCUE 96TB SAN rental - $5,000.00 per 30-day increment 

Alvaka RESCUE Firewall rental - $3,000.00 per Firewall per 30-day increment 

Alvaka RESCUE Kit HyperVault 2.0 rental, consisting of increased compute 
capacity, 45TB integrated storage, firewall, network switch, and UPS - 
$16,000.00 per 30 day increment. 

Please note that all RESCUE Kits listed above may not be required.  Client 
will not be charged for RESCUE Kits not delivered. 

Client is responsible for timely return of equipment at the conclusion of the work 
and replacement cost if not returned. 

Expenses for expedited “Next Day Air” shipping to Client site, Standard Ground 
shipping for return, and insurance will be charged at actual cost as incurred.  If 
same-day delivery is requested, 3rd-party Courier expenses may apply.  Courier 
expenses for same-day delivery to destinations outside of Southern California 
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range from $3,000 to $5,000 due to the cost of same-day airline bookings and 
overnight travel. 

 Network & Systems Monitoring:  Consultant may, with Client approval, 
leverage its ODIN 360 Enterprise Systems Monitoring platform to provide real-
time visibility, monitoring, and alerting of Critical Devices to facilitate and 
accelerate the containment and restoration workstreams.  Critical Devices include 
servers, firewalls, core switches, and storage devices. 

Up to 25 Critical Devices - $1,000.00 per 30-day increment 

Litigation Support:  To the extent Consultant is requested to provide any written 
testimony or reports relating to its work, such additional services will be provided at 
Consultant’s standard applicable hourly rates as listed above. However, any trial 
prep, oral testimony at deposition, a hearing or trial will be provided at 1.5 times 
such rates plus any applicable travel time (at regular rates), travel, car rental, meals 
and accommodations, and out of pocket expenses incurred. 

Expenses:  All pre-approved expenses shall be invoiced to Client at the conclusion 
of each week with Time & Materials invoices. 

Budget:  $125,000.  This is not a Fixed Fee Project.  The work will be performed on 
a “Time & Materials” basis.  Often, new information is discovered after work has 
commenced.  Therefore, this estimate is subject to revision in the event of material 
changes to the Scope of Work.  Upon consuming 80% of budget, Consultant will 
notify Client and Counsel.  Consultant may not, and will not, exceed the budget 
without written approval.  Delay in such approval may require work pause in order to 
meet this commitment to Client. 

Retainer:  Waived. 

Progress Payments:  Progress payments for actual work performed will be invoiced 
on a weekly basis.  Progress payments are due upon receipt.  Failure to remit 
progress payments on a timely basis may result in a pause in work.  Client shall be 
solely responsible for timely payment of fees and expenses and such fees and 
expenses are not contingent upon insurance carrier coverage or reimbursement.  
Counsel will not be responsible for the payment of fees or expenses under any 
circumstances.    

Credit Limit:  $200,000. The Credit Limit represents the maximum outstanding 
balance of invoices that the Client may have at any given time.  Client agrees to 
monitor and manage their outstanding invoices to ensure compliance with the Credit 
Limit. It is the Client's responsibility to make timely payments to Consultant to avoid 
exceeding the Credit Limit.  In the event that the Client's outstanding invoices 
exceed the Credit Limit, Consultant reserves the right to take appropriate actions, 
which may include but are not limited to the following: 

 Ceasing the provision of goods or services until the outstanding balance is 
reduced below the Credit Limit. 

 Requesting immediate payment of the excess amount to bring the 
outstanding balance within the Credit Limit. 

 Adjusting the Credit Limit as deemed necessary by Consultant, subject to 
mutual agreement between Consultant and Client. 
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Factors Contributing to Variations in Fees:  Certain information is unknown that 
may affect the level of effort required to perform the scoped tasks. 

 Non-virtualized physical servers.  The level of effort to restore physical 
servers is higher than for virtualized servers due to increased time for 
provisioning and hardware-specific software configurations and compatibility 
issues.  

 Viability of backups.  The level of effort and calendar duration required to 
decrypt data and restore systems using keys provided by a criminal threat 
actor are greater than when backups are viable. 

 Availability of Client IT Staff and vendors to work extended hours on a 
sustained basis.  System restoration work frequently requires an intensive 
initial 7x24 effort to meet Client restoration objectives.   

 Onsite work. In some cases, Alvaka must place engineering resources onsite 
to augment Client’s IT staff or for work that cannot be performed remotely.  
However, Alvaka generally seeks to minimize use of onsite resources due to 
travel expenses, delays, and the inability to work around the clock while 
onsite. 

 Decryption challenges.  Decryption tools provided by criminal threat actors 
can be unreliable.  They may require time-consuming efforts for multiple 
restarts as well as custom script development to increase the percentage of 
data successfully restored. Data that was corrupted prior to or during an 
encryption event will decrypt to a corrupted state and may require additional 
effort to reindex or “uncorrupt”. 

 State of the IT environment.  The level of effort to restore systems and data 
is affected by the state of the overall environment and individual devices prior 
to the Security Incident.  In particular, deferred maintenance, lack of 
computing resource capacity, and lack of automated systems management 
capabilities can significantly increase the level of effort required. 

 Workstation restoration requirements.  The effort to decrypt or “wipe and 
reload” a fleet of workstations can vary and be very high, particularly if End-
User does not have a functional automated method for doing so.  Currently, 
unknown factors include quantity of workstations to be redeployed, quantity 
of workstation configurations to be accommodated, quantity of sites at which 
software deployment will be performed, viability of specific hardware to be 
reimaged or otherwise restored, and user personalization requirements. 

 Lack of manufacturer support.  The effort to restore and protect systems that 
are no longer supported by their respective manufacturers generally exceeds 
that for supported systems.  In many cases, current security remediation 
measures cannot be deployed to out-of-date systems and compensating 
measures must be implemented.  

 Systems changes made prior to engagement.  Changes to systems made by 
Client in response to the incident prior Consultant’s engagement may increase 
the level of effort and/or reduce the chances of successful restoration. 

COVID-19:  Due to the special circumstances of Covid-19 limitations, CDC 
recommendations, and civil unrest, there may be limitations on the ability to place 
professionals onsite, and resources, illness, and lack of access may impact remote 
service delivery capabilities. Typical activity and protocols such as device handling, 
installation of software and other remediation efforts may take more time to account 
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for Covid-19 protection efforts. Any suspected or verified outbreak among staffers or 
those they come in contact with may require work stoppage or substantially delay 
efforts in progress.  Client recognizes these potential limitations and the delays in 
service delivery that may occur as a result. Client further agrees that any such delay 
does not relieve Client of obligations for work already performed. 

The situation is fluid and Consultant is unfamiliar with the environment. 
Client intends to make significant changes to its environment in an 
accelerated time frame.  Client does not have the luxury of time to 
methodically design, plan, test, and deploy changes as is standard practice 
for IT Infrastructure integration work.  Therefore, the risks associated with 
configuration changes are magnified, including the risk of outage, 
misconfiguration, data loss, ineffective security configurations, inefficient 
use of resources, and duplicative efforts.  Consultant will take commercially 
reasonable efforts to reduce the level of risk, but cannot guarantee to 
deliver an error-free or optimal result.  In particular, the time allocated to 
perform the initial SOW may not be sufficient to fully address or complete 
the scoped tasks.   

Successful decryption of data utilizing keys and tools provided by criminal 
threat actors is not guaranteed.  Data that was corrupted prior to or during 
the encryption event will decrypt to a corrupted state and may be 
unrestorable.  100% restoration of all encrypted data is rarely achieved. 

Prevention of future attacks by criminal threat actors is not guaranteed.  
While implementation of the Containment Plan reduces the risk of a 
successful future attack, it cannot be completely eliminated.  In particular, 
Client’s decision to forgo certain Containment actions will result in their 
associated risks not being mitigated.  However, even with full 
implementation of the Containment Plan, prevention of future attacks 
cannot be guaranteed. 

Consultant will take commercially reasonable efforts to meet Client’s 
requirements, including working overtime, but cannot guarantee that Client 
will achieve its objectives.  Payment in full of Consultant’s fees is not 
subject to a “performance guarantee”, nor contingent upon Client receiving 
a satisfactory outcome, nor contingent upon coverage of the fees by a 
cyber-liability or other insurance carrier.  

This SOW is an attachment to the Master Services Agreement. 
Accepted:  

Consultant Client 

By: By:  

Name:   Name:  

Title:   Title:  

Date: Date: 

Counsel 
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By: 

Name: 

Title: 

Date: 
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Contract Summary Form 

OC Expediter Requisition #: N/A 

Thor Solutions, Inc. dba Alvaka Networks 

 

SUMMARY OF SIGNIFICANT CHANGES 

1. New Contract – No changes to specify. 

SUBCONTRACTORS 

 
This contract does not currently include subcontractors or pass through to other providers. 
  

CONTRACT OPERATING EXPENSES 

 
PAYMENT/COMPENSATION 

1. Compensation:  This is a firm-fixed fee Emergency Contract between the County and Contractor for 
Cyber Incident Response Consultation as set forth per Emergency Contract MA-026-24010570. 
 

The Contractor agrees to accept the specified compensation as set forth in this Contract as full 

payment for performing all services and furnishing all staffing and materials required, for any 

reasonably unforeseen difficulties which may arise or be encountered in the execution of the services 

until acceptance, for risks connected with the services, and for performance by the Contractor of all 

its duties and obligations hereunder.  The Contractor shall only be compensated as set forth herein 

for work performed in accordance with the Scope of Work.  The County shall have no obligation to 

pay any sum in excess of the Contract Terms and Conditions. County’s maximum obligation shall 

not exceed $200,000.00 for this Contract term. 

 



KPMG LLP 
550 South Hope Street 
Suite 1500 
Los Angeles, California 90071-2629 

Telephone 
Fax 
kpmg.com 

+1 213 972 4000 
+1 213 622 1217 

KPMG LLP, a Delaware limited liability partnership and a member firm 
of the KPMG global organization of independent member firms affiliated with 
KPMG International Limited, a private English company limited by guarantee.

November 6, 2023 

PRIVILEGED AND CONFIDENTIAL 

Baker & McKenzie LLP  
10250 Constellation Boulevard 
Suite 1850 
Los Angeles, California 90067 
United States 

Re: Cyber Threat Management and Incident Response/Forensic Services 

Attention:  Justine Phillips, Partner 

This letter and the attached KPMG LLP Standard Terms and Conditions (Government) for 
Advisory and Tax Services (“Standard Terms and Conditions”), (collectively, the “Engagement 
Letter”) dated as of October 26, 2023 confirm our understanding and agreement among Baker & 
McKenzie LLP (“Counsel”), Orange County District Attorney’s Office (the “County”) and KPMG 
LLP (“KPMG”), whereby Counsel, as attorney on behalf of the County, has retained KPMG to 
assist Counsel in its rendering of legal advice to the County in connection with the above-
referenced matter. 

Understanding of our Role 

KPMG’s work, to be performed under Counsel’s direction, is to assist Counsel in its rendering of 
legal advice to the County with Cyber Threat Management and eDiscovery Services with respect 
to the above-referenced matter. KPMG’s services will include the identification, collection, 
filtering, processing, and review of electronically stored information and such other tasks related 
to the above-referenced matter as may be identified and mutually agreed to during the course of 
this engagement.  

Counsel confirms Chain of Custody documentation is required. 

All documents and/or data provided to KPMG by Counsel, the County or on the County’s behalf 
are referred to as “County’s Data.” 

Counsel and the County will make available to KPMG, in a timely manner, the information 
necessary for KPMG to complete the services under this Engagement Letter. Counsel and the 
County acknowledge that their failure to do so could adversely affect KPMG’s ability to provide 
the services under this Engagement Letter. KPMG will make all requests for information through 
Counsel. 
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Should Counsel request that someone from KPMG provide expert testimony or an expert report 
in the future, Counsel and KPMG will discuss and mutually agree on whether KPMG is prepared 
to provide the services of an individual who can offer such testimony or provide a written expert 
report and if so, who would provide such testimony or report. If agreed, such work will be 
contracted under a separate engagement letter.  

Use of KPMG and Third-Party Tools 

To facilitate the delivery of the services contemplated herein, KPMG uses a combination of 
licensed and proprietary technology and/or third-party licensed technology. If needed, County or 
Counsel will license such third-party tools directly from the third party and shall obtain the 
licenses, permissions or consents necessary for KPMG to use such third-party tools in connection 
with its services. KPMG makes no warranties with respect to such third-party tools and County or 
Counsel, whichever licensed such tools, shall be responsible for compliance with such third-party 
license.  

Periodically, KPMG may release software application updates to its technologies. These may be 
updates to both third-party applications and KPMG’s own proprietary applications employed in 
the delivery of services. It is agreed that the County will allow KPMG to upgrade the repository 
containing County Data to the latest software version within 90 days of the announced release. 

Deliverables 

The deliverables KPMG may provide to Counsel as a result of the services contemplated herein 
are:  
• A summary report of information collected and reviewed as a result of services provided; 

 
• Production files exported from data repositories generated from systems used by KPMG in the 

performance of this engagement, performance metrics, reports generated by the tools or other 
systems used by KPMG in the performance of this engagement; or 

 
• Other deliverables as may be identified and mutually agreed to during the course of this 

engagement by Counsel and KPMG. 
 
All parties will agree to the form and frequency of reporting during work plan development.  
KPMG will encrypt any County’s Data deliverables using a commercially available software 
encryption tool, unless otherwise instructed. 

Communication and Coordination 

KPMG understands that KPMG’s services contemplated hereby will be performed to assist 
Counsel in its representation of the County in this matter and as such are intended to be subject to 
the attorney-client privilege and/or work product protections. KPMG agrees that (1) all 
communication relating to this engagement between KPMG and Counsel and/or the County, 
which include, without limitation, any written, oral or electronic communication and any 
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documents or information exchanged among the parties; (2) any work product performed or 
created by KPMG on behalf of Counsel; and (3) the fact that we have been engaged by Counsel 
in the above-referenced matter, shall be deemed to constitute “Confidential Information” of 
Counsel and/or the County under Paragraph 11 of the Standard Terms and Conditions, and KPMG 
will treat such Confidential Information in accordance with Paragraph 11 of the Standard Terms 
and Conditions. County and Counsel agree that any claim of privilege related to KPMG’s work 
product should be asserted by County or Counsel if applicable. 
 
Engagement Staffing 

Jonathan P Fairtlough, Principal, has overall responsibility for the engagement. Ruchir Arya, 
Director, will be actively involved in the day-to-day performance of the engagement. KPMG will 
use other professional staff with relevant skills and experience to assist as deemed necessary. 

Counsel’s Responsibilities 

Regarding KPMG’s services, Counsel is responsible for: 

• Determining the objectives, scope, and extent of KPMG’s services and, in particular, ensuring 
that all of County’s Data can be legitimately reviewed by KPMG within the scope of 
applicable laws and regulations; 

• Providing oversight, along with the KPMG team, of the project progress and address issues, if 
any, as they arise; 

• Providing written notice to KPMG of Counsel’s desire to end the engagement – this notice 
must provide instructions for the disposition of County’s Data (as described under “End of 
Engagement” below). 

• Providing contact information for Authorized Users to receive Digital Responder license key, 
if applicable (generic usage is prohibited); and 

• Providing access and contact information for Authorized Users to access the County’s 
data repository, if applicable (generic accounts are prohibited.) 

Timing and Professional Fees 

KPMG is prepared to begin work upon receipt of a signed copy of this Engagement Letter, with 
the start date mutually determined by Counsel and KPMG. 

KPMG’s professional services fees under this Engagement Letter will be based on hourly rates 
and out-of-pocket expenses incurred with the above referenced matter. Fees will not exceed 
$200,000 without prior approval from the County or Counsel. KPMG’s fees and hourly rates by 
professional level are: 
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Cyber Threat Management Services*: 

Associate: $ 300 
Senior Associate: $ 350 
Manager: $ 400 
Director: $ 425 
Partner/Principal/Managing Director: $ 450 
Travel time: $   150 (as needed) 
  

* Hourly rates for Services provided on weekends or Holidays shall be billed at 150% of the hourly 
rates listed. 

eDiscovery Services Fees: 

User fee per user: $   75 
Data processing per GB: $   25 
Data hosting per GB: $   10 
Data export per GB: $   5 

 
Retention Fees: 

In addition to fees above, if KPMG retains County’s Data at Client’s request longer than sixty (90) 
calendar days, Client shall be responsible for data storage fees. 

Data Type: Fees per month: 
Physical device (e.g., laptop, hard drive, removable media) $ 25 per device 
Logical item (e.g., KDR collection, log files, system images, 
etc.) 

$ .95 per GB 

 
Services will be performed at the lower of the rates set forth above in this Engagement Letter or 
at KPMG’s pre-negotiated rates with the County’s insurance carrier, if known and agreed to 
before engagement start date. 
 
KPMG’s rates are subject to adjustment from time to time and at least annually. KPMG will advise 
Counsel and the County immediately if a rate adjustment is being made. 

KPMG has inquired of Orange County District Attorney’s Office who has acknowledged that it 
has authority to procure these services outside of a competitive bid process. 

KPMG’s fees and expenses are not contingent upon the final results, nor does KPMG guarantee 
any result or resolution in the above-referenced matter. 

Notwithstanding the Termination Terms of the Standard Terms and Conditions, Counsel may 
terminate this Engagement Letter at any time by providing written notice to KPMG. Upon notice 
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of termination, KPMG will stop all work immediately. The County will be responsible for all fees 
and expenses incurred prior to our stopping work plus any fees related to the disposition of 
County’s Data.  
 
KPMG will present invoices to the County monthly, and the County’s payments are due within 
30 days of receipt. The County is solely responsible for the payment of KPMG’s fees and 
expenses. The County’s obligation to pay KPMG’s invoices is not dependent on and shall not be 
delayed by County’s receipt of any payment or reimbursement from any insurance carrier. The 
County’s designee to electronically receive and approve KPMG’s invoices is the person who signs 
the Engagement Letter unless communicated otherwise by the County or Counsel. Invoices will 
include a breakdown of the hours billed per professional on the engagement. KPMG reserves the 
right to halt further services until payment is received on past-due invoices. Accounts not paid in 
accordance with the payment terms applicable to this engagement are subject to a monthly late fee 
in the amount of 1.5% of the past-due invoices, not to exceed 18% annually or the maximum 
allowed by law, if a lesser percentage. 

Our professional fees are also subject to an additional 3% charge to cover technology costs. 

End of Engagement 

The engagement will end when KPMG has requested Counsel’s permission to close the 
engagement; Counsel will either notify KPMG to keep the engagement open or confirm KPMG’s 
request to close the engagement. If Counsel does not notify or confirm within 14 days, the 
engagement will be deemed ended. 

Not later than thirty (30) calendar days after the engagement has ended, if the engagement is to be 
closed, Counsel shall direct KPMG to either (1) return if applicable original County physical 
devices provided and destroy all other County Data received relating to the engagement  (the 
“Shutdown Option”) or (2) export County Data relating to the engagement (at the Data Export 
rates set forth above) to portable media for delivery to the County or Counsel as agreed by the 
parties and, thirty (30) calendar days thereafter, destroy any remaining County Data relating to the 
engagement, in each case, subject to KPMG’s established data retention policies (the “Export 
Option”). 

If Counsel does not respond to KPMG’s request to close the engagement or does not elect an end-
of-investigation disposition option, the Shutdown Option will be deemed to have been elected 
thirty (30) calendar days after KPMG delivered its request to close the engagement. 

Other Matters 

KPMG’s services as described in this Engagement Letter constitute an Advisory engagement 
under the AICPA Standards for Consulting Services. Such services are not an audit, examination, 
attestation, special report, or agreed-upon procedures engagement and will not result in the 
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issuance of a written communication to third parties by KPMG directly reporting on financial data 
or internal control or expressing a conclusion or any other form of assurance. 

The scope of work contemplated herein does not require that KPMG make any legal 
interpretations or render any legal advice, and the parties hereby agree that performance of the 
services by KPMG under this engagement shall not include or be construed to include the 
provision by KPMG of legal advice or legal services. KPMG is prohibited from giving legal advice 
or performing legal services of any kind or nature, and all legal interpretations and rendering of 
legal advice shall be the County's responsibility. While KPMG personnel working on this project 
may, through experience or specialized training or both, be familiar with the general regulatory or 
operational environment in their capacity as consulting professionals, County will be solely 
responsible for making, procuring, and/or rendering all legal interpretations and legal advice.  

When KPMG’s assistance includes accessing publicly available information to perform 
background research on entities and/or individuals that may be requested by the County during 
the course of this engagement, KPMG will not independently verify the results of the public 
records research. As such, KPMG does not guarantee the accuracy or completeness of substantive 
information contained within the scope of the public records research.   

KPMG may restrict the scope of work or withdraw from this engagement at any time if, in 
KPMG’s sole judgment, the safety of its employees or their families is threatened. 

Terms and Conditions 

The attached KPMG LLP Standard Terms and Conditions (government) for Advisory and Tax 
Services (“Standard Terms and Conditions”) are made part of this Engagement Letter. For 
purposes of the Standard Terms and Conditions, the term “Client” shall mean Counsel and/or the 
County. 

The following modifications to the Standard Terms and Conditions are made part of this 
Engagement Letter:  

• Any obligation of “Client” (as such term is defined in the Standard Terms and Conditions) to 
indemnify KPMG under Paragraphs 8(a) and (b) of the Standard Terms and Conditions shall 
be deemed to refer to an obligation of the County, and not refer to an obligation of Counsel. 

• To the extent that the term of this Engagement Letter exceeds one year, the terms “liability” 
and “fees paid or owing” in the first sentence of Paragraph 6 (Limitation on Damages) shall 
refer to “liability during any twelve (12) month period” and “fees paid during the same 
twelve (12) month period,” respectively.  
  

* * * * * * * 
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Counsel and the County acknowledge their agreement with this Engagement Letter by signing a 
copy of this Engagement Letter and returning it to KPMG. KPMG appreciates the opportunity to 
work with Counsel and the County in this matter. 

KPMG LLP 

 
Jonathan P Fairtlough,  
Principal 
 
Enclosures: 
Attachment A – KPMG LLP Standard Terms and Conditions (Government) for Advisory and Tax Services 
 
ACCEPTED:  
 
Baker & McKenzie LLP 
 
 
________________________________ 
Authorized Signature 
 
________________________________ 
Print Name 
 
________________________________ 
Title 
 
________________________________ 
Date 
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ACCEPTED:  
 
Orange County District Attorney’s Office 
 
In consideration of the services KPMG will perform at Counsel’s request, by signing this letter, 
the County acknowledges and agrees that (i) any professional responsibility KPMG has to 
communicate information to the County as a client will be discharged by communicating such 
information to Counsel, and (ii) the County has received a copy of, read, understands and agrees 
to abide by the terms hereof, including the Standard Terms and Conditions attached hereto, 
including, without limitation, ultimate responsibility for payment of KPMG’s fees as described 
herein.  
 
________________________________ 
Authorized Signature 
 
________________________________ 
Print Name 
 
________________________________ 
Title 
 
________________________________ 
Date 
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Attachment F 
 

Page 1 of 1 
 

Contract Summary Form 

OC Expediter Requisition #: N/A 

KPMG LLP 

 

SUMMARY OF SIGNIFICANT CHANGES 

1. New Contract – No changes to specify. 

SUBCONTRACTORS 

 
This contract does not currently include subcontractors or pass through to other providers. 
  

CONTRACT OPERATING EXPENSES 

 
PAYMENT/COMPENSATION 

1. Compensation:  This is a firm-fixed fee Emergency Contract between the County and Contractor for 
Forensic Electronic Response Related to Cyber Incident as set forth per Emergency Contract MA-026-
24010657. 
 

The Contractor agrees to accept the specified compensation as set forth in this Contract as full 

payment for performing all services and furnishing all staffing and materials required, for any 

reasonably unforeseen difficulties which may arise or be encountered in the execution of the services 

until acceptance, for risks connected with the services, and for performance by the Contractor of all 

its duties and obligations hereunder.  The Contractor shall only be compensated as set forth herein 

for work performed in accordance with the Scope of Work.  The County shall have no obligation to 

pay any sum in excess of the Contract Terms and Conditions. County’s maximum obligation shall 

not exceed $250,000.00 for this Contract term. 
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